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behalf of any of the partners of the RAINBOW Consortium make any warranty or representation
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indirect or consequential loss, damage, claim or expense arising out of or in connection with any
information, material, advice, inaccuracy or omission contained in this document.
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Executive Summary

RAINBOW's goal was to let developers, service providers and infrastructure do what they
do best without having to develop complex services for smart resource provisioning,
monitoring and service orchestration. At the same time, developers, and IT solution
providers (with emphasis on the SMEs that cannot invest on expensive proprietary
modules) could get at their hands a complete solution which can guarantee device and
mesh network security, data protection, identity management, anonymity, and resource
integrity at all networking layers.

The above-mentioned goal has been achieved through the research and technical output
of the project’s work, in the form of RAINBOW platform components. As a whole, the
RAINBOW platform contributes to the strategic goals of Objective ICT-15-2019: (i)
development of an ecosystem that will respond to the future digitisation needs of
industry and the public sector, (ii) assisting with the development of new cloud-based
services and infrastructures in Europe and foster an industrial capability in the cloud
computing sector, (iii) creating new opportunities to encourage European-based
providers to develop and offer cloud-based services based on the most advanced
technologies and (iv) leveraging research and innovation projects to support the
development and deployment of innovative cloud-based services and next generation
applications.

The H2020-funded RAINBOW project developed an open and secured fog computing
platform that aims to advance the management of extensible, diverse and safe IoT
services and cross-cloud applications. RAINBOW aspires to address the need to timely
process the ever-increasing amount of data continuously gathered from heterogeneous
IoT devices and appliances and enable fog computing to reach its true potential by
providing: Deployment, Security, Orchestration, Network Fabric and Data Management
& Analytics services tailored-made to support scalable and secure edge applications. The
RAINBOW solution provides significant benefits for popular cloud platforms, fog
middleware, and distributed data management engines, and extends the open-source
ecosystem by pushing intelligence to the network edge while also ensuring security and
privacy primitives across the device-fog-cloud-application stack. RAINBOW provides a
set of innovative mechanisms and middleware tools for IoT orchestration, data collection,
and decentralized analytics that guarantees network security, data protection, identity
management, and resource integrity. The key characteristic of the middleware is the
embedded intelligence and remote attestation mechanisms for establishing trust and QoS
requirements while coping with performance and network uncertainties.

RAINBOW developed a fog orchestration framework on top of popular cloud
management stacks by rethinking the current de-centralized computing and network
algorithms for rapid resource provisioning, monitoring, and seamless management of [oT
services and cross-cloud applications. The RAINBOW framework:

1. Supports affinity-aware and multi-objective offloading, enabling the execution of [oT
services partitioned into segments on different and heterogeneous fog and edge devices
based on user-defined QoS, energy, network dynamics, and cost optimization constraints;
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2. Embraces low-cost approximate and adaptive monitoring techniques to dynamically
adjust the processing and data dissemination rate of loT services, allowing edge devices
to reduce energy consumption and ease the pressure on fog networks;

3. Supports the offline operation of IoT services and edge devices, enabling them to
maintain execution of scheduled or responsive operations in the local environment
despite having lost connection. RAINBOW enables the distribution of intelligence within
overlay mesh networks so that data does not have to leave the networklogical boundaries
for fog service analytics. This allows [oT services to maintain offline intelligence to reduce
communication overheads and cope with network uncertainties. Addressing these
challenges allows analytic jobs to run low-power, mobile, and geo-distributed
infrastructure for the creation of insights on top of raw data produced and stored across
the overlay mesh network.

RAINBOW enables [oT service operators to quickly express complex analytics through
high-level directives without knowledge of the programming model of the data
processing engine. Thus, IoT operators could only focus on business logic, leaving for
RAINBOW the burden of how and where data is stored, and dealing with low-level data
analysis aspects including heterogeneous fog resources and optimizing data movement.
RAINBOW's main idea is to let developers, service providers and infrastructure do what
they do best without having to develop complex services for smart resource provisioning,
monitoring, and service orchestration. At the same time, developers, and IT solution
providers (with emphasis on the SMEs that cannot invest in expensive proprietary
modules) can get at their hands a complete solution that can guarantee device and mesh
network security, data protection, identity management, anonymity, and resource
integrity at all networking layers. RAINBOW from a data management aspect also deals
with the complex issue of safely storing, processing, and sharing data at the fog and edge
layer; not only it offers real-time, interoperable, and secure data exchange, but also
integrates data analytics and processing solutions through extensions scheduling
interfaces of popular open-source frameworks for big data processing.

RAINBOW provides the only complete, open and applicable-by-anyone solution in the
market with such a wide set of complex characteristics based on deep research on the
tackled domains, contributing in practice to the competence of the whole EU software
industry, with additional emphasis to cloud and edge/fog computing domains.

During the project, the conducted research and development activities have progressed
the state of the art in different areas. Representative cases follow:

1. The deployment description of IoT services through the drag n’ drop Service Graph
Editor with a comprehensive set of modelling abstractions that go beyond simple
resource provisioning constraints that SOTA frameworks facilitate today.

2. The (near-optimal) placement of IoT services on provisioned fog resources. These
placement algorithms are realized within RAINBOW’s Kubernetes-compliant Smart
Orchestrator. Being compliant with Kubernetes (arguably the most popular cloud
orchestrator) aids in RAINBOW adoption as the migration effort is minimized.

3. The network administration that supports encrypted IPv6 data dissemination and re-
active routing based on the CJDNS protocol deployed on top of Kubernetes Calico.

4. Establishing “trust” and verifying security primitives across the device-fog-cloud stack
through RAINBOW’s “zero-conf” bootstrapping protocols with minimum overhead in
terms of resources required to provide the trust mechanisms.
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5. Pushing “intelligence” to the network “edge” with -in-place- data management through
RAINBOW's self-adaptive monitoring, intelligent storage fabric extending across the
network overlay, and fog-aware streaming analytics engine built on top of Apache Storm.
6. To quickly perform large-scale, repeatable, and reproducible experimentation, a

scalable fog emulator for geo-distributed IoT applications has been developed and
released as open-source.
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1 Explanation of the work carried out by the beneficiaries
and Overview of the progress

During the course of the project, all planned deliverables were submitted on time, all have
been achieved and the consortium successfully tackled the challenges which have arisen
from the COVID-19 pandemic. The horizontal and the demonstration WPs concluded
according to the time plan and aligned with the RAINBOW vision.

1.1 Objectives

1.1.1 Objective |

Provide an open and trusted fog computing reference architecture and highly
relevant industry use-cases that facilitate the design, development, and
orchestration of scalable, heterogeneous, secure and privacy-preserving IoT
services and cross-cloud applications, incorporating technological and business
requirements coming from the industry, the research and academic community.

Derived through WP1:

WP1 and more specifically T1.2 addressed the strategic goal of RAINBOW to design and
develop an open and trusted fog computing platform that facilitates the secure
deployment and management of scalable, heterogeneous applications running on IoT
devices and on cross-cloud infrastructure. Towards this vision, several challenges were
raised mainly related to modelling, dynamic orchestration, efficient data storage and

querying, dynamic routing and finally secure configuration and verification. Input was
derived from T1.1 which focused on stakeholder analysis, distinction of user roles,
categories of applications and sectors as well the RAINBOW platform requirements
broken down in FRs (functional requirements), VPs (Value Propositions) and NFRs (Non-
Functional requirements that were exemplified in analytical tables. It is noteworthy that
this detailed analysis of requirements conducted and documented in D1.1 has driven the
development of the RAINBOW reference architecture (as attested in D1.2) and has also
provided insights on stakeholder taxonomy and analysis, including stakeholder
questionnaires, which were also a first basis for further work-packages including
exploitation and dissemination activities, apart for WP1. Moreover, D1.1 has also
introduced underlying technologies and State of the Art paradigms. In tandem, the needs,
the requirements and overall features of the RAINBOW use cases (D1.3) have also been
considered and heavily utilized to formulate the finalized reference architecture, hence
these play the twofold role of both input and output for the Reference Architecture. The
use cases have played a role of great importance for the development and final design of
the reference architecture; all RAINBOW layers and components have been introduced to
carry out the use cases and define industrially viable interfaces with each other.
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Additionally, D1.3 is considered a reference point for eliciting platform-wide
requirements regarding the KPIs' achievement for the use cases. Therefore, the
requirements documented in D1.1 constitute the backbone for the definition of the
RAINBOW architecture. The stakeholders' analysis presented in D1.1 relies on interviews
and questionnaires created and answered by the use cases partners.

More specifically, the designed multi-layer architecture comprises several modelling
Layer components, a logically centralized orchestration component with several sub-
modules, a mesh protocol stack and a data management and analytics layer. Modelling
layer is responsible for the conceptualization and authoring of several design-time and
runtime requirements in the form of Service Level Objectives. The set of logically
centralized orchestration components is responsible for interpreting the authored
policies and managing the overall application lifecycle while maintaining a consistent
view of employed resources. Additionally, the service mesh layer is responsible for auto-
configuration and trust assurance of the fog nodes that formulate virtual clusters.
Furthermore, the mesh layer is responsible for the automatic selection of a cluster-head
that represents an overlay in a physical site. Finally, the data management and analytics
layer is responsible for the query formulation planning and execution for analytics jobs
thatrelate to data that are being generated by the nodes. Such planning should take under
consideration the specificities of each deployment and perform respective adaptations
during the query execution.

1.1.2 Objective ll

Provide a set of innovative mechanisms and middleware tools for IoT
orchestration, data collection and decentralized analytics that guarantees
network security, data protection, identity management and resource integrity.
The key characteristic of the middleware will be the embedded intelligence and
remote attestation mechanisms for establishing trust and QoS requirements
while coping with performance and network uncertainties.

Derived through WP2:

The objective’s key-words network security, remote attestation mechanism, and trust fall
within the scope of this work package. The purpose of WP2 is to create encrypted
communication, data protection and establishing trust among collaborative fog services.
Further, this WP also includes attestation modelling & verification techniques. These
techniques enable trusted, privacy-preserving and accountable device authentication,
and trust management services.

During the project WP2 defined the specific components for security, privacy, and trust.
Here, we also provided requirements for security, trust, privacy, and safety. Further, this
WP period also include more detailed description regarding zero-touch configuration and
verification, usage of Direct Anonymous Attestation (DAA) in RAINBOW, the need of a
Trusted Platform Module (TPM) as a Root-of-Trust (RoT), and an integration concept for
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CJDNS. Additionally, a novel cryptographic protocol, (Anonymous Authenticated
Credential Key Agreement) has been studied .

The following key milestones were achieved in the context of WP2:

® Design and implementation of the secure enrolment service, comprising the Zero-
Touch Configuration Integrity Verification (S-ZTP CIV) and Remote
Attestation variants for offering the functionality of secure device on-boarding
prior to the enrolment of a fog/edge node to the overall network. This feature was
integrated in the overall RAINBOW framework so as to be managed by the
RAINBOW Security Orchestrator;

@ Definition and design of an Enhanced Direct Anonymous Attestation (DAA)
protocol for enabling the privacy-preserving communication between edge/fog
nodes leveraging the most prominent mesh networking mechanism called CJDNS;

® Innovation and definition of RAINBOW privacy-respecting Control-Flow
Attestation (CFA) techniques, which allow a node to prove to a verifier a correct
node verifier, the corresponding models being subject to zero-knowledge proofs.
The resulting Zero-Knowledge Runtime Attestation (ZEKRA) protocol and its
properties haven been evaluated and their suitable performance shown.

® Decoupling the use of traditional Public Key Infrastructures (PKIs), as part of the
underlying networking protocols, towards the establishment of secure
communication channels. In this context, WP2 designed a new version of the
CJDNS mesh networking protocol where the limitations of existing PKIs
were alleviated with the integration of the DAA protocol for enabling
privacy-preserving communication between fog/edge nodes. More
specifically, when a new node joins the network (after the correct execution of the
S-ZTP CIV protocol), it can initiate the execution of the DAA protocol for creating
the appropriate DAA key and binded short anonymous credentials (pseudonyms)
that in turn can use for anonymizing subsequent communications. By leveraging
the inherent properties of DAA (Deliverable D2.2), it's the node that decides the
level of anonymity and unlinkability based on the mixed-critical nature of the
running service.

@ Introduction of the Anonymous Authenticated Credential Key Agreement
(AACKA) protocol that enables direct key exchanges that are fully anonymous but
also cryptographically restricted to nodes bound to an (any) Trusted Platform
Module that previously joined a set of TPMs trusted by an Issuer.

® Rigorous and formal modelling of the RAINBOW trust mechanisms in modern
prover frameworks with subsequent verification of the trust model and feedback
of important security improvements into the RAINBOW attestation protocol
design.
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We contributed several scientific publications regarding the above security techniques.
On key-management in the RAINBOW fog-environment, we (lead: IFAT) propose a
certification chain to handle anonymous keys. The according paper has been published
in the ARES 2021 workshop [Raphael Schermann and Ronald Toegl. 2021. Managing
Anonymous Keys in a Fog-Computing Platform. Proc. The 16th International Conference
on Availability, Reliability and Security (ARES 2021), 4th International Workshop on
Security Engineering for Cloud Computing (IWSECC 2021) August 17-20, 2021, Vienna,
Austria. ACM, New York, NY, USA. https://doi.org/10.1145/3465481.3470063 |

The AACKA protocol has been presented (online) at IEEE TrustCom 2022 and published
in Raphael Schermann; Rainer Urian; Ronald Toegl; Holger Bock; Christian Steger
"Enabling Anonymous Authenticated Encryption with a Novel Anonymous Authenticated
Credential Key Agreement (AACKA)", Proceedings of the 2022 IEEE International
Conference on Trust, Security and Privacy in Computing and Communications
(TrustCom), Wuhan, China.

We also contributed with two additional publications (collaboration between DTU and
UBITECH): 1) Scientific publication related to the S-ZTP CIV can be found at
https://link.springer.com/chapter/10.1007/978-3-030-66504-3 12, and 2) a new
revocation protocol was designed for revoking the credentials of the devices and systems
that have failed to prove their security state through the defined remote attestation
mechanisms, that in turn also put forth a fix to a bug (hash loop) that was identified in the
Trusted Software Stack (TSS). Scientific publication related to this privacy-preserving
revocation protocol based on the wuse of DAA <can be found at
https://dl.acm.org/doi/abs/10.1145/3448300.3467832.

The implementation of this objective is linked to objectives I and III. It is rooted in the
solution space defined in D2.1, building on the trust assumptions and preparing the
verification of the formalized security attributes developed (T2.1) there. D2.2 presented
the overall concepts for inter-trustability, zero-touch configurations, and the anonymity
and networking layers. WP2 (T2.2, T2.3, T2.4) includes two releases, the first one on
MO07/M12: Deliverable D2.3 “RAINBOW Collective Attestation and Runtime Verification"
represents an intermediate iteration step in the definition of the RAINBOW trust
techniques. Deliverable D2.5 “RAINBOW Secure Overlay Mesh Network - Version 1” gives
an intermediate report on the RAINBOW secure mesh network.

At M27 the final deliverable were provided, covering the results outlines above:” D2.4
RAINBOW Collective Attestation & Runtime Verification - Final Version” and DZ2.6
“RAINBOW Secure Overlay Mesh Network - Final Version”.

Derived through WP3:

The mechanisms and middleware tools for IoT orchestration, as well as coping with
performance and network uncertainties, fall within the scope of WP3. The goal of WP3 is
to provide unified abstractions for modelling fog applications, an orchestrator to deploy
and manage these applications, a monitoring stack to provide relevant metrics to the
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orchestrator, and a sidecar proxy to bootstrap components on fog nodes and connect
them to the mesh network.

The unified abstraction for modelling fog applications in RAINBOW is called the “Service
Graph”.Itallows representing the microservices of a fog application as nodes in a directed
acyclic graph and uses the graph’s links to model the dependencies between the
components. The graph is annotated with deploy-time constraints (resource and security
requirements) and runtime constraints, i.e., Service Level Objectives (SLOs).

The orchestrator uses the Service Graph to create Kubernetes-native deployments of the
components. A fog-optimized scheduler ensures near-optimal placement of the
application components on the cloud and fog nodes, according to their requirements. The
analytics acquired through the monitoring stack allow the orchestrator to enact runtime
adaptations to correct any violations of the SLOs. The sidecar proxy is deployed on every
fog node to allow it to bootstrap RAINBOW components, connect securely to the mesh
network, and to configure the local monitoring stack.

As part of WP3, we have written the following scientific publication on the RAINBOW fog-
optimized Kubernetes scheduler, which has been accepted at the IEEE CLOUD 2021
Conference (held virtually, September 5-10, 2021): Thomas Pusztai, Fabiana Rossi,
Schahram Dustdar, “Pogonip: Scheduling Asynchronous Applications on the Edge”.
Derived through WP5:

From WP5 perspective, the agile development methodology and the CI/CD principles that
were established during this period contributed to the integration of the components
derived from WP2 and WP3 related to the orchestration, data collection and security.
Also the testing of these components as standalone services or also the assessment of
them as part of an single, integrated platform was performed in the scope of WP5 for the
creation of the platform prototype through three distinct platform releases in M18, M27
and M36.

1.1.3 Objective lll

Enable secure and efficient data storage and processing at the fog and edge layer
and facilitate the extraction of high-level analytic insights by introducing novel
decentralized algorithms and open APIs.

Derived through WP4:

The objective key activities fall within the scope of WP4. The purpose of WP4 is to provide
the RAINBOW ecosystem with intelligent data management services, such as data storage
and sharing mechanisms, which can be deployed alongside the fog continuum so that
analytic insights are extracted from fog services via location-aware geo-distributed data
processing with the use of high-level analytic query abstractions. With the conclusion of
the project, WP4 has delivered the final releases of two key RAINBOW components,
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namely the Storage Fabric and the Analytics Stack, while also aiding in the design of the
Analytics Perspective of the RAINBOW Dashboard.

The Storage Fabric is the realisation of the RAINBOW vision for distributed data storage
and sharing, contributing to providing persistent storage of monitoring data on the fog
nodes themselves. This is a vital feature as data collected in the fog continuum does not
move for storage and processing which in the end, may compromise data privacy and
have an imminent effect in the performance of analytic computations that must be
completed in time for mission-critical services (i.e., vehicle traffic control). To achieve
this, the Storage Fabric features a high-performance indexing scheme that enabled the
querying of any fog node of the topology for data (data location transparent to user). Key
features of the Storage Fabric such as low-latency and decentralized data access, high-
availability data partitioning and replication, have been published in highly reputable
scientific venues including ACCESS 2022, SMDB 2022, BDCloud 2022, ICDEW 2022 and
SIGMOD 2020.

The RAINBOW Analytics Stack contributes to the RAINBOW vision for providing low-
latency data processing across geo-distributed realms. There are three key novelties
designed within the RAINBOW Analytics Stack. The first entails the design of novel
analytic job Schedulers that extend the capabilities of the popular Apache Storm
framework to optimize distributed stream processing analytic jobs by acknowledging the
limitations that fog environments feature. These are the dynamicity of the environment
itself (fog nodes added/removed), resource heterogeneity, network uncertainty, fog
nodes that end up with low data quality and fog nodes that are battery powered. Towards
this, several Schedulers have been designed as part of the Distributed Data Processing
service with the intend for users to simply specify through the RAINBOW Dashboard
what should be optimized without having to code the “how”, leaving this burden to the
RAINBOW-enabled Schedulers. The second novelty entails the design of a high-level and
declarative query model, packaged under the Fog Analytics service, and named
StreamSight that supports the abstraction of analytics from real-time monitoring data to
ease the description and programmability of continuous analytic jobs. This query model
is completely decoupled from the underlying distributed processing engine to promote
the reuse of analytics jobs. In turn, the compilation of analytic jobs provides some initial
optimizations that attempt to reduce the unnecessary computation (and distribution
over the network) of intermediate query results that are a significant overhead in geo-
distributed environments. The third novelty involves the testing the analytics stack of
data-intensive IoT services. This is achieved through the design of an emulation
framework, named Fogify, that enables the rapid provisioning of emulated testbeds to
evaluate “what-if” scenarios in consolidated environments so that KPIs can be assessed
under extreme conditions, including network uncertainty, entity mobility, load
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fluctuations, node failures and connectivity degradation. Key features of the Analytics
Stack highlighting its novelties have been published in highly reputable scientific venues
including [oTDI 2022 (Best Paper), ISCC 2022 (Best Paper), SEC 2020 (Best Demo),
SIGMOD 2020 and UCC 2020.

1.1.4 Objective IV

Prove the applicability, usability, effectiveness and value of the RAINBOW
integrated framework, models and mechanisms in industrial, real-life
trustworthy services, applications and standards demonstrating and stress-
testing the RAINBOW artefacts, methodologies and services under pragmatic
conditions against a predefined set of use cases.

This objective is implemented in the context of WP6 - “Demonstrators and Performance
Evaluators”; the Work Package being responsible for the overall planning and
management of the three RAINBOW demonstrators, aiming to assess both the scientific
innovations and the business value proposition of the RAINBOW platform by monitoring
the impact it has in the demonstrators’ environments.

During the first half of the project up to M18, WP6 defined the RAINBOW evaluation
framework which covered both the technical and the business validation of the RAINBOW
solution, based on test scenarios and test cases. The technical evaluation was based on
the ISO/IEC 25010:2011 “Product Quality” model and the business evaluation was based
on ISO/IEC 25010:2011 “Quality in Use” model. Quantitative evaluation of the RAINBOW
platform was implemented based on a list of project-wide and demonstrator specific
KPIs, while a qualitative aspect was provided through replies to demonstrator specific
questionnaires.

In order to effectively organise the work, WP6 presented a list of test scenarios for each
demonstrator; these test scenarios defined the high-level goals that each demonstrator
envisioned related to the evaluation of the RAINBOW solution. Fleshing them out resulted
in the corresponding test cases for each scenario. Within each test case, the required
information for the proper execution was documented. Finally, by M18 WP6 laid down
the implementation plan to be followed in the second half of the project, documenting the
test scenarios and test cases which are expected to be executed at each demonstrator in
two phases, aligned with the two stable releases of the RAINBOW platform.

The so-called “Early demonstrators” evaluated the early release of the RAINBOW using
virtual set-up of the use case elements, while the “Advanced demonstrators” evaluated
the advanced release of the RAINBOW using physical demonstrators.

The first Use Case was a safe real-time Indoor Positioning and Collision avoidance system
for personnel and robots in Industry 4.0. In the early stage, a virtual demonstrator was
implemented entailing one or more virtual workspaces containing simulations of robotic
arms and motion of factory personnel in the workspace. In the advanced stage, the
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RAINBOW platform was evaluated in a physical demonstrator which consists of two real
robotic arms and a personnel localization system using localization tags.

The second Use Case was to develop a real-time geo-referenced notification system about
a hazardous situation for vehicles travelling in urban areas. In the early stage the
demonstrator operated as an integration between distributed three lab-to-lab
workbenches, implementing the fog node, the cloud node and the car unit. The Advanced
demonstrator was areal “on the road” demonstrator involving a vehicle (Fiat Ducato) and
aroad side unit with LiDAR and camera; both connected with edge and cloud computing
resources.

The third Use Case was a demonstrator to showcase the operations of a swarm of drones
performing a common maintenance task: monitoring the power line infrastructure. In
the early stage, a virtual demonstrator was prepared, enabling the sufficient, initial
testing of the developed RAINBOW components in a reliable, low-cost and replicable
software-based manner; however, this simplified version does not take into account the
changing conditions of the environment and mission. The advanced demonstrator proved
that it could function in a changeable, often unpredictable situations (disturbances in
radio connections, weather conditions, changes in wind speed, etc.).

1.1.5 ObjectiveV

Ensure wide communication and scientific dissemination of the innovative
RAINBOW results to the industry, research and international community, to
realize exploitation and business planning of the RAINBOW design models,
software kits and orchestration mechanisms, to identify end users and potential
customers, as well as to contribute specific project results to relevant open-source
communities.

Derived through WP7

To fulfil this objective, the RAINBOW consortium has provided effort under the activities
of WP7. The complete planning and methodology followed to build the communication
and dissemination strategy of RAINBOW has been detailed in the deliverable D7.1
“Communication Roadmap and Data Management Plan”. The outcomes of this effort
during the first reporting period are documented in the deliverables D7.2 “Open-Source
Contributions, Dissemination, Clustering and Workshop Activities Report - Version 17,
D7.4 “Standardization Activities Report - Version 1”7, D7.6 “Communication Activities
Report - Version 1”7 and D7.8 “Market Analysis, Business Plan and Innovation
Management - Version 1”. While the final versions, reported under deliverables D7.3,
D7.5,D7.7 and D7.9, cover the second reporting period.

The initial communication and dissemination roadmap defined the project’s visual
identity, identified the target groups and messages to be conveyed and selected the
communication channels and dissemination pathways to be utilized. Additionally, a

Page 14 of 82

Copyright © Rainbow Consortium Partners 2022



Project No 871403 (RAINBOW)
D8.2 Publishable Final Report

Date: 30.12.2022
Dissemination Level: PU

RAINBOW

thorough approach that included a set of pertinent objectives, distinct phases, and
activities with increased intensity as the project matures over time, as well as a
monitoring and reporting system with specific KPIs and goals, was planned. The
combined communication and dissemination activities in Task 7.1 (participation and
organization of events, conferences, webinars and workshops, scientific publications,
liaisons with other projects and initiatives, open-source contributions) and Task 7.3
(updated website and blog posting, active social media posting, regular newsletters,
promotional videos and related material) of WP7 achieved heightened awareness among
the targeted audiences and communities as well as wide reach for the project results. The
reported accumulated reach up to M36 of those activities is estimated at over the 67,000
mark.

Innovation management and the exploitation planning for RAINBOW'’s outcomes is part
of Task 7.4 in WP7. RAINBOW initially performed an assessment of the Fog Computing
market, analysing sector forecasts and segmentation to discover market trends and
drivers, along with running a competitor analysis and business stakeholders’
categorization to identify potential customers. An economic, strategic, and commercial
analysis of RAINBOW'’s use cases has been explored in order to pin down applicable
business cases in their scope and domain. Most importantly, the consortium identified 20
innovative assets of the RAINBOW ecosystem belonging to 6 different categories, with
the potential to turn them into commercially viable offerings in the targeted sectors.
Moreover, the consortium studied pricing model patterns that could be exploited by the
RAINBOW platform and drafted a preliminary business plan for the commercial
exploitation of the project results as well as presented an updated Business Model Canvas
for RAINBOW. During the second half of the project the consortium intensified efforts to
finalize the IPR registry, analyse TRLs and clarify the licenses of the platform components.
RAINBOW then defined the key exploitable results and decided the pathways to
exploitation. A thorough market analysis focused on commercial competitors was
produced and examined in comparison with the RAINBOW Unique Selling Points in terms
of technology, value proposition and pricing strategy. In addition, a recap of the potential
customers and end-users’ needs, a review of the project use cases from a business
perspective and the development of individual exploitation plans per each partner were
performed in order to facilitate the definition of the value proposition of RAINBOW and
finalize all aspects of the exploitation strategy.

Additionally, RAINBOW ran dedicated tasks (T7.2 and T7.5) in WP7 aiming to influence
the future fog computing landscape and to enable forthcoming cloud applications and
services to benefit from its outcomes. To this end, RAINBOW has contacted three target
groups: a) the Trusted Computing Group, which is responsible for the Trusted Platform
Module and other security-related standards influencing the security aspects of future
cloud-enabled applications; b) Open Horizon, an open-source platform developed by the
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Linux Foundation Edge with the aim of managing the lifecycle of production edge
applications; and c) Project Centaurus an independent project under the Linux
Foundation umbrella geared towards meeting the requirements of a complete [aaS+
platform. RAINBOW offered two of its open-source components (Fogify and the Polaris
SLO Framework) to Open Horizon and has already contributed the RAINBOW scheduler
to Project Centaurus. Additionally, RAINBOW submitted an extension of Kubekey, with
support for mesh and attestation setup, as an Eclipse 10T Project. Another task was
responsible for establishing an industrial Focus Group that acted as a Fog Computing
adoption enabler for enhancing RAINBOW'’s reach in the industry while also being an
additional source of feedback for the project’s exploitation potential. In the first reporting
period the group’s core membership has been established through invitations, with
additional members joining in the second half of the project. This group was kept in sync
with the project’s progress and results as well as with the events and activities that were
organized by RAINBOW.

Task 7.6 consolidated the overall project impact in three main axes: i) Research output &
impact on demonstrators; ii) Knowledge transfer; iii) Research, policy and industry
community benefits. As such this task collected the results of all WP7 tasks as well as the
other work packages of the project. This information, which provides a qualitative and
quantitative assessment of the project activities in the context of impact creation in the
ecosystems and stakeholder groups RAINBOW is targeting, is reported in deliverable
D7.10.

Finally, for the successful achievement of this objective, inputs and feedback have been
collected from all consortium members and WPs to timely organize the communication
and dissemination activities and synchronize with the development of project outcomes
that possess the potential for successful exploitation.

1.2 Explanation of the work carried per WP

1.2.1 Work Package 1 - Requirements, Reference Architecture and Use-Cases

1.2.1.1 WP Overview

The Work package initiated with a taxonomy of stakeholders, identification of key roles
and indicative application sectors for RAINBOW. We proceeded by an iterative analysis
of functional and non-functional requirements as well as deriving the technology axes
and the technical challenges that together with the identified needs of an envisioned user
of RAINBOW (per different roles), has led to the formulation of the RAINBOW reference
architecture which arguably can be the basis the many similar cloud-fog computing
applications beyond the project per se and can have a multiple of horizontal applications.
Following the Analysis of the Reference architecture per layer and per component, we
have proceeded in the illustration of the 3-project use-cases with emphasis in details of
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setup, needs, KPIs and goals to be achieved. The AS-IS, TO-BE, the technical and business
needs, the metrics of success and the user story presentation were the final outcomes of
WP1 towards the next technical and implementation Work packages. Notably the
stakeholder analysis has also served as initial input for the business work packages (i.e.,
exploitation and dissemination).

1.2.1.2 Task detailed Assessment

Clearly significant results

The goal of Task 1.1 is to identify various stakeholders for RAINBOW, to gather related
requirements from the industrial landscape (so as to increase RAINBOW'’s relevance
and impact) and finally, to consider their relation to RAINBOW’s performance,
scalability, security and privacy.

Deliverable 1.1 “RAINBOW Stakeholders Requirements Analysis” first considered the
techniques for the elicitation of requirements, the requirements collection
methodology, and derived the following significant results: Created a taxonomy of
various stakeholders for RAINBOW including categories, interests and relations, and
stakeholder roles. Presented categories of applications and sectors relevant to the
stakeholder groups, as well as assigned key roles to also be used as a basis for
architecture analysis. Identified underlying technologies and state of the art paradigms.
D.1.1 furthermore gathered related requirements from the industrial landscape,
categorized them into functional, non-functional, and according to 5 indicative VPs. In
addition, D1.1 introduced several techniques regarding the requirements elicitation
and their collection. In particular, different categories of applications (such as mobile
devices, infrastructural, IoT and health-related applications) along with the role of each
respective stakeholder are identified. Finally, the RAINBOW consortium considered the
deliverable’s relation to RAINBOW’s performance, scalability, security and privacy.
Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

No deviation

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
No failure to achieve critical objectives.

Corrective Actions
No corrective actions

Work carried out by beneficiaries
K3Y Led the efforts of Task 1.1, mainly documented in D1.1 “RAINBOW Stakeholders
Requirements Analysis” which was submitted on 30.06.2020 (M6 of the project). D1.1
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documents the functional and non-functional requirements to which the RAINBOW
platform’s components shall adhere.

UBITECH, UCY, SUITES5, TUW, AUTH, POLITO, UNIS and DTU provided input to the
deliverable mainly by identifying industry- and technology-linked requirements as well
as contribution to stakeholders and roles chapters.

Task 1.2 RAINBOW Reference Architecture (M1-M9, UNIS)

Clearly significant results

As presented in the submitted D1.2, the RAINBOW High-Level Reference Architecture
was derived, together with defined components presentation, as per the Objective I of
the project. Furthermore, the 3 key technology axes (namely: containerization and
orchestration, Mesh Networking and Trust Assurance) were discussed among all
technical partners. In finer granularity we have exemplified the Modelling layer
components (i.e. Service Graph, Analytics and Policy Editors), the Logically Centralized
Orchestration Components (i.e. Pre-deployment Constraint Solver, Deployment
Manager, Orchestration Lifecycle Manager, Resource Manager and Resource and
Application-level Monitoring), the Mesh Layer Components (i.e. Mesh Routing Protocol
Stack, the Multi-domain sidecar proxy and the Security Enablers), and finally the
components of the Data Management and Analytics Layer (i.e. Data Storage & Sharing
and Analytics Engine). Notably, the outcome of the Architecture analysis was
intertwined with the functional requirements analysis and the roles analysis, hence
these two tasks proceeded almost concurrently.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

Delay in submitting the deliverable due to COVID-19 outburst that occurred in March
2020. Due to the outburst of the pandemic, partners went out of sync and collaboration
was slightly disrupted due to temporary work suspension of some organizations within
the consortium. That led to a 1-month overall delay in the project in syncing with all
partners and continuing the work from a technical perspective. Thus, the deliverable
was finalized in October.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

All objectives were met.

The delay of D1.2 didn’t heavily affect the progress of the related technical WPs (WP2-
WP5) as the work was conducted in a parallel stream where all technical partners were
identifying their components within the architecture and proceeded under their
respective WPs to the design and implementation aspects.

D1.2 delayed submission affected the delivery of WP2-related deliverables and
especially D2.1 and D2.2 which were linked to the architecture definition.

Corrective Actions
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Apart from intensifying the work and partners’ communication streams, we were in
alignment with the Project Officer, and we informed the EU in advance about the
foreseen delays.

Work carried out by beneficiaries

UNIS lead the efforts of T1.2 with technical coordination contributions by UBI, use-case
alignment by, MSP, BIBA, K3Y and CRF, while substantial technical contributions and
architectural decisions were made possible through the efforts of INTRA, UCY, DTU,
TUW and AUTH.

Task 1.3 RAINBOW Supported Use-Cases Definition (M4 - M12, leader: CRF)

Clearly significant results

Presentation of the 3 use cases with analysis of the “AS-IS”, the “needs from RAINBOW”,
the “TO-BE Reference ", the User stories and the Metrics of Success. Apart from
exemplifying the demonstrator description and technology challenges to all involved
parties, the parallel achievement was to derive technical requirements and both the
stakeholder as well as architectural details that served as feedback to T1.1 and T1.2.
Finally, it should be noted that at intermediate stages through data aggregation for T1.3,
the consortium was given the opportunity to particularize on details such as: (A.
Description, B. Setup Description, C. General Goal - KPI to be achieved, D. Target
Audience, E. High-level solution overview (e.g., toolkit, SaaS, etc.), F. Major software
components under the hood and technologies (e.g., Docker, containers), G. What will
RAINBOW contribute and optimize (e.g., latency, security, trust), H. Pains, 1. Early
qualitative and/or quantitative KPIs, ]. Dataset, K. Privacy and Security Concerns, L.
Underlying Technology, M. Design Constraints, N. Benefits Expected Internally, O.
Benefits Expected Externally, P. Testing/Validation Methodology, Q. Physical Topology
node and edge) which formulated the initial input for the deliverable chapters.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

Minor deviation of less than a month total delay, due to the gravity of Covid19 situation
directly affecting Italian partners CRF, POLITO and LINKS.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
No other deviations, no failure to achieve any objectives

Corrective Actions
None needed.

Work carried out by beneficiaries

The task was led by CRF with important contributions by UBI and UNIS during the
Covid19 emergency situation in Italy in the first half of 2020. Use case content and
analysis of scenarios by K3Y, TUW, BIBA, POLITO, LINKS and CRF. Alignment to
architecture and functional requirements as well as editing metrics of success by SUITE
5, UNIS, UBI, DTU, UCY.
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1.2.1.3 Deliverables and/or Milestones

RAINBOW
pyy | Stakeholders K3Y Report | PU | 30Jun2020 | 30 Jun 2020
Requirements
Analysis
RAINBOW
D1.2 | Reference UNIS Report | PU 30 Sep 2020 | 21 Oct 2020

Architecture
RAINBOW Use-

D1.3 L CRF Report | PU 31 Dec2020 |29]Jan 2021
Cases Descriptions

Availability  of  the
technical, technological,
MS1 UNIS 30 Jun 2020 30 Jun 2020 | security and business
requirements are
delivered in D1.1

Availability of  the

RAINBOW value
propositions, the core
MS2 UNIS 30 Sep 2020 21 Oct 2020 | architecture, and the in-

depth description of all
components. Delivery of
D1.3

Availability of
RAINBOW  Attestation
MS3 [FAT 31 Dec 2020 15 Feb 2021 | Model via D2.1 and the
Supported Use Cases via
D1.3
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1.2.2 Work package 2 - Security and Trust for Foq and Cross-Cloud Services

1.2.2.1 WP Overview

The services defined and developed in WP2 contribute towards the creation of trust-
aware service graph chains in fog-based environments, with strict security requirements
revolving around data secrecy and integrity, operational assurance, key
management, secure enrollment and secure communication. Towards this
direction, WP2 included the specification of the first release of secure, robust, and
efficient runtime attestation verification methods to check the internal state of an
untrusted fog-based environment towards establishing its trustworthiness and privacy.
The developed trust assurance framework leverages the concept of decentralized trusted
computing based on the use of a Trusted Platform Module (TPM) as the underlying Root-
of-Trust (RoT). Key milestones achieved in the context of WP2:
® Design and implementation of the secure enrollment service, comprising the
Zero-Touch Configuration Integrity Verification (S-ZTP CIV) and Remote
Attestation variants for offering the functionality of secure device on-boarding
prior to the enrollment of a fog/edge node to the overall network. This feature was
integrated in the overall RAINBOW framework so as to be managed by the
RAINBOW Security Orchestrator;
® Definition and design of an Enhanced Direct Anonymous Attestation (DAA)
protocol for enabling the privacy-preserving communication between edge/fog
nodes leveraging the most prominent mesh networking mechanism called CJDNS;
® Innovation and definition of RAINBOW privacy-respecting Control-Flow
Attestation (CFA) techniques, which allow a node to prove to a verifier a correct
node verifier, the corresponding models being subject to zero-knowledge proofs.
The resulting Zero-Knowledge Runtime Attestation (ZEKRA) protocol and its
properties haven been evaluated, and their suitable performance shown.
® Decoupling the use of traditional Public Key Infrastructures (PKIs), as part of the
underlying networking protocols, towards the establishment of secure
communication channels. In this context, WP2 designed a new version of the
CJDNS mesh networking protocol where the limitation of existing PKIs were
alleviated with the integration of the DAA protocol for enabling privacy-
preserving communication between fog/edge nodes. More specifically, when
a new node joins the network (after the correct execution of the S-ZTP CIV
protocol), it can initiate the execution of the DAA protocol for creating the
appropriate DAA key and blinded short anonymous credentials (pseudonyms)
that in turn can use for anonymizing subsequent communications. By leveraging
the inherent properties of DAA (Deliverable D2.2), it's the node that decides the
level of anonymity and unlinkability based on the mixed-criticality nature of the
running service.
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® Introduction of the Anonymous Authenticated Credential Key Agreement
(AACKA) protocol that enables direct key exchanges which are fully anonymous
but also cryptographically restricted to nodes bound to an (any) Trusted Platform
Module that previously joined a set of TPMs trusted by an Issuer.

® Rigorous and formal modelling of the RAINBOW trust mechanisms in modern
prover frameworks with subsequent verification of the trust model and feedback
of important security improvements into the RAINBOW attestation protocol
design.

1.2.2.2 Task detailed Assessment

Clearly significant results

Completion and delivery of D2.1 “RAINBOW Attestation Model and Specification” which
puts forth a formal definition of the trust model (requirements and assumptions) that
need to be achieved by the attestation variants developed in the context of T2.2. The
work on security modelling has followed two directions: 1) modelling trust in
distributed settings of a fog-based environment, and 2) modelling cryptographic
security offered from the underlying Trusted Component (TC) as an enabler of the
attestation services. These directions were developed in interaction with T2.3 and have
yielded the necessary predicates and axioms which need to be achieved by the
RAINBOW security services. Towards this direction, we modeled a network of TPM-
enabled fog/edge nodes and analysed their security with respect to application-specific
goals and assuming ideal cryptographic enforcement by the TPM (to be further
elaborated in T2.3).

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

Delivery of D2.1 and D2.2 was postponed to the first half of M14 (from M12) due to the
delayed delivery of D1.2 that took more time than anticipated and also some unforeseen
interrupts in the normal operation of a few core partners (DTU) - involved in the WP2
activities — due to covid restrictions. Delay on the finalization of the RAINBOW
reference architecture in the context of D1.2 (by one month) shifted the delivery of both
D2.1 and D2.2. Since both deliverables are focused on the definition and design of the
framework’s security and trust services (to be provided through the integration of
remote attestation concepts on top of the underlying CJDNS routing protocol), this was
directly related to the architecture componentization of the overall RAINBOW
framework and the finalization of the interactions and workflow of actions between the
envisioned mesh layer components (Section 6 of D1.2). Based on this conceptual
architecture, then the consortium moved on to the definition of the trust models need

to be embedded in the mesh networking layer of the target fog-based ecosystems (D2.1)
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that, in turn, set the requirements for the design of the novel RAINBOW security and
privacy-preserving services (towards achieving these trust requirements): Zero-touch
Configuration Integrity Verification, Direct Anonymous Attestation, Secure Device
management and Operational Assurance (D2.2).

Furthermore, during the months of October -November, there was the commencement
of another strict lock down within many EU countries that affected the mode of
operation especially of some of the academic partners that are core to the progress of
the envisioned WP2 activities. More specifically, DTU had to migrate all its teaching
activities online within a period of one month that affected the initial time plan that was
envisioned by the participating DTU team.

By M18 all of the security and privacy-preserving components have been finalized as
standalone components (documented in DZ2.2) but their integration as part of
RAINBOW's edge networking mechanisms was finalized in the second release of the
RAINBOW framework in M27.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Despite the DoA deviation, all the critical objectives set for the Task were met.

Corrective Actions

Internal discussions with IFAT, POLITO, UBITECH and DTU helped with the updated
modelling of the attestation algorithms capturing all of the envisioned functional
requirements of the RAINBOW framework defined in the context of WP1.

Work carried out by beneficiaries
All beneficiaries contributed to T2.1 and in particular to D2.1 according to the DoA.
More specifically:

® UBITECH worked on the definition of the overall trust model and inherent
assumptions that need to be considered in the context of trusted computing.
Essentially, this constitutes the baseline of what is assumed trusted (RoT) in
such a heterogeneous ecosystem so as the defined attestation variants can
achieved the envisioned requirements;

® POLITO worked on the definition of the properties related to the verification of
operational correctness in RAINBOW aiming at providing guarantees on the
operational trust state of the system. Additionally, POLITO was the lead editor
of D2.1 which collected the output of Task 2.1;

® DTU worked on the definition of the trust assumptions and security
requirements in the context of zero-touch configuration of fog/edge nodes;

@® IFAT worked on the architecture definition with focus on trust and anonymity
protection for the use cases based on TPM DAA. The formalized definition of
cryptographic schemes and the provisioning of trust axioms have been
documented in D2.1.
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Task 2.2 Fog Computing Attestation Policy Enablers M7 - M27, Leader: IFAT)

Clearly significant results

Completion and delivery of D2.2 “RAINBOW Collective Attestation Policy Enablers
Design" which provides the RAINBOW security, privacy and trust extensions enhanced
with secure remote attestation capabilities for verifying the configurational attestation
policies and properties as well as Direct Anonymous Attestation for privacy-preserving
and accountable services. This includes the detailed specification of the Z-ZTP CIV
attestation variant and the Enhanced DAA coupled with a mapping of the TPM
commands that need to be considered for integration with the underlying CJDNS
networking mechanism. Scientific publication related to the S-ZTP CIV can be found at
https://link.springer.com/chapter/10.1007/978-3-030-66504-3 12.

Furthermore, a new revocation protocol was designed for revoking the credentials of
the devices and systems that have failed to prove their security state through the
defined remote attestation mechanisms, that in turn also put forth a fix to a bug (hash
loop) that was identified in the Trusted Software Stack (TSS). Scientific publication
related to this privacy-preserving revocation protocol based on the use of DAA can be
found at https://dl.acm.org/doi/abs/10.1145/3448300.3467832.

Completion and delivery of D2.3 “RAINBOW Collective Attestation & Runtime
Verification - Version 1” which represents an intermediate iteration step in the
definition of the RAINBOW trust overlay mesh network. It is rooted in the solution
space defined in D2.1 and D2.2, building on the trust assumptions and preparing the
verification of the formalized security attributes developed there.

Completion and delivery of D2.4 “RAINBOW Collective Attestation & Runtime
Verification - Final Version” (with inputs also from T2.3) which adds the Zero-
Knowledge Runtime Attestation (ZEKRA) protocol for privacy-preserving control flow
attestation, the Anonymous Authenticated Credential Key Agreement (AACKA)
protocol that enables anonymous direct key exchanges and the formal modelling &
verification of RAINBOW trust mechanisms.

A scientific publication regarding key-management in the RAINBOW fog-environment
has been accepted for presentation at ARES 2021 conference (4th International
Workshop on Security Engineering for Cloud Computing - IWSECC 2021), and is
available as open source publication (https://doi.org/10.1145/3465481.3470063).

A second paper has been presented at IEEE TrustCom in December 2022 and is
published in Raphael Schermann; Rainer Urian; Ronald Toegl; Holger Bock; Christian
Steger "Enabling Anonymous Authenticated Encryption with a Novel Anonymous
Authenticated Credential Key Agreement (AACKA)", Proceedings of the 2022 IEEE
International Conference on Trust, Security and Privacy in Computing and
Communications (TrustCom), Wuhan, China.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
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Regarding D2.2 please see the comments on deviations of T2.1.

As D2.3 builds upon D2.2, a consecutive delay was unavoidable, but could be limited as
by the corrective actions described below.

D2.4 of type OTHER implying the delivery of code along with a documentation report:
While the reports were ready in time, the implementation code required further time
for testing, code review amongst partners and for finalising the repository
documentation.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Despite the DoA deviation, all the critical objectives set for the Task were met.

Corrective Actions

Regarding D2.2 see deviations/corrective actions of T2.1.

For D2.3, the WP lead implemented a tight weekly progress-reporting regime for
partners to keep alignment tight and work focused thus curbing further delays. We
were able to pull-in two thirds of the original D2.2 delay, resulting in a delivery of D2.3
just 2 weeks behind the original schedule.

Work carried out by beneficiaries
All beneficiaries contributed to T2.2 and to D2.2, D2.3 and D2.4 according to the DoA.
More specifically:

® UBITECH and DTU worked together towards the definition of the S-ZTP CIV
mechanism as well as the Enhanced DAA protocol. This was also coupled with a
implementation of both variants as standalone components and the integration
of the CIV mechanism in the first release of the framework;

® POLITO had no foreseen activity in this task from the DoA, but participated to
the online discussion with the other partners in view of the activity of T2.3;

@® IFAT worked on and released the RAINBOW attestation Toolkit with integrity
verification and DAA trust extensions for attesting configurable properties of a
deployed fog node. This comprises also the elaboration of the core pieces of the
attestation architecture together with their component design, as well as the
designs for runtime control and correctness verification. A key-management
mechanism for the RAINBOW fog-environment has been presented at ARES
2021 conference. A second paper on the novel AACKA protocol, with
experiments done on TPMs and JavaCard, that enables anonymous direct key

exchanges has been presented at TrustCom2022 conference.

As aforementioned T2.3 has close interactions (and is based on) with T2.1 on the
definition of the RAINBOW trust model that needs to be formally verified to have
guarantees that the defined security services can achieve (and under which constraints)
the security requirements defined in D2.1. The focus of the work has shifted away from
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providing security analyses for the TPM as it is specified and is now oriented towards
developing foundational principles for the design of the RAINBOW attestation and key
management services, in order to support a constructive security analysis of the overall
design.

As part of D2.3, there was a detailed investigation on the state-of-the-art of formal
verification tools and verification mechanisms that can be considered in the context of
RAINBOW. After a concrete evaluation, a decision was made to leverage the ProVerif
tool: The work on security modelling is now using ProVerif for the specification of the
ideal functionalities that a TPM-enabled fog/edge node should realize securely.
Subsequently (D2.4), we have investigated the development of the appropriate proof
models for verifying the correctness of all of the workflow of actions that take place
during the security services offered by RAINBOW - with the scenario of secure device
on-boarding being considered as a starting point. Rigorous and formal modelling of the
RAINBOW trust mechanisms in modern prover frameworks with subsequent
verification of the trust model were performed and reported. Feedback of important
security improvements into the RAINBOW attestation protocol design were given and
implemented.

A scientific publication regarding a reinforced privacy-preserving Configuration
Integrity Verification protocol (of the initial S-ZTP CIV protocol version described in
D2.2) was accepted at the ARES 2022 conference and published as part of the
conference proceedings (https://doi.org/10.1145/3538969.3539004). An early
version of the reinforced protocol version, which ended up being called ZEKRO, was
described (in part) in D2.3.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
No deviations

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
All critical objectives have been achieved

Corrective Actions
No corrective actions are needed

Work carried out by beneficiaries
All beneficiaries contributed to T2.3 according to the DoA. More specifically:

@® UBITECH and DTU worked towards defining TPM abstractions for the symbolic
analysis that can be considered for the designed attestation protocols. More
specifically, we worked on a methodology that enables us to use standard formal
verification tools towards verifying complex attestation protocols: The focus is
on reasoning about the overall application security, provided from the
integration of the RoT secure services, and how these can translate to large
“Systems-of-Systems” when the underlying cryptographic engine is considered
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perfectly secure. We instantiated our methodology to the particular use case of
the generic remote attestation functionality offered by a TPM. Also worked on
the initial investigation of integrating Control-Flow Attestation into the
RAINBOW platform. Finally, we presented a reinforced privacy-preserving
Configuration Integrity Verification protocol (detailed in part in D2.3) under the
name Zero-Knowledge Proof of Integrity Conformance (ZEKRO) at the ARES
2022 conference.

® POLITO worked on the analysis of the State-of-the-Art techniques and tools for
the formal verification of the security Protocols that have been defined and used
in RAINBOW. After the analysis, the Symbolic verification technique was
selected as a good trade-off between correctness assurance and verification
effort, and ProVerif was selected as the main tool to use, considering that it is a
well-known and stable tool that has been successfully adopted in the formal
verification of a very large number of security protocols, including TPM-based
ones.

Task 2.4 RAINBOW Secure Overlay Mesh Network (M12-M27, leader: UBI)

Clearly significant results

The aim of this task was to provide a Secure Overlay Mesh Network, that will be

responsible for the secure device identification and integrity, anonymity, data integrity

and confidentiality. It is also acting as an umbrella layer that will interconnect the

various components responsible for the fog and cross cloud service delivery (T3.1 and

T3.2) and performing the device authorization and authentication checking and policy

enforcement (T2.2).

The following results have been achieved during M19-M27:
Completion and delivery of the D2.5 "RAINBOW Secure Overlay Mesh Network
- Version 1” that puts forth the CJDNS mesh networking protocol where the
limitation of existing PKIs were alleviated with the integration of the DAA
protocol for enabling privacy-preserving communication between
fog/edge nodes. More specifically, when a new node joins the network (after
the correct execution of the S-ZTP CIV protocol), it can initiate the execution of
the DAA protocol for creating the appropriate DAA key and binded short
anonymous credentials (pseudonyms) that in turn can use for anonymizing
subsequent communications. By leveraging the inherent properties of DAA
(Deliverable D2.2), it's the node that decides the level of anonymity and
unlinkability based on the mixed-criticality nature of the running service.

@® D2.6is the final version of the deliverable that discusses the internals of the
Secure Overlay Mesh formulation. As such it should be noted that in D2.6 the
final implementation decisions are elaborated. In the previous version, the
foundational principles of the overlay formulation have been discussed. These
principles remain solidly intact since reactive routing protocols and DHT-based
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routing are the cornerstone techniques used to achieve the formulation of the
secure overlay. In the final version the implementation of the CJDNS protocol has
shifted to a golang-based source code which is provided by Yggdrasil 1. Several
performance optimization reasons dictated this change.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

Due to long-term effects of COVID-19 pandemic on T2.4 partners' activity, a deviation
in the delivery of the D2.5 was inevitable, the T2.4 started on M12, the D2.5 was due
M15 and submitted on 24 May 2021 (M17). Despite the delay, this had no impact on
other Tasks of the project, and we managed to produce the results that were needed for
the first release of the RAINBOW platform in M18. During the 2"d reporting period, the
team worked well to finalize the secure overlay mesh network. However, due to the
delays caused in demonstrators, the implementation was a little bit behind schedule
and D2.6 was delivered with 1 month of delay.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

All critical objectives of the task have been achieved. Also, despite the delay of the
deliverables 2.5 and 2.6, there was no impact on other tasks.

Corrective Actions
Not applicable

Work carried out by beneficiaries
All beneficiaries contributed to the work produced by the T2.4, in particular to the
deliverables, as also to the analysis of the CJDNS architecture and its key management
system. More specifically:
® UBITECH worked on the analysis of the CJDNS protocol and its integration to
the RAINBOW framework as the underlying mesh networking mechanism. It
identified the current limitations based on the use of traditional PKIs that need
to be alleviated through the enactment of the RAINBOW DAA protocol.
Furthermore, UBITECH worked together with IFAT and DTU and on the key
management challenges where the DAA key, Attestation Key and the Secure
Communication key need to be “linked” under one key hierarchy.
® POLITO worked on the delivery of the reports and participated in the technical
discussions on the analysis of the CJDNS protocol.
® DTU worked on the first analysis of how the DAA can be integrated as part of the
CJDNS protocol. Essentially, how the DAA pseudonyms can act as an
authenticated yet privacy-preserving communication enabler between fog

nodes. Described a novel and privacy-preserving Control-Flow Attestation

Lhttps://github.com/yggdrasil-network/yggdrasil-go
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protocol in D2.4 which leverages Verifiable Computation techniques. The CFA

protocol is currently under submission as a scientific paper.

IFAT worked together with partners on D2.5 and D2.6, especially with focus on
CJDNS and the role of the TPM as a building block for attestation and key
management in the Secure Overlay Mesh (SOM).

1.2.2.3

Deliverables and/or Milestones

D2.1

RAINBOW
Attestation
Model
Specification

and

POLITO

Report

PU

31 Dec 2020

15 Feb 2021

D2.2

RAINBOW
Collective
Attestation
Policy Enablers
Design

DTU

Report

PU

31 Dec 2020

15 Feb 2021

D2.3

RAINBOW
Collective
Attestation &
Runtime
Verification -
Version 1

IFAT

Other

CO

31 Mar 2021

14 Apr 2021

D2.4

RAINBOW
Collective
Attestation &
Runtime
Verification -
Final Version

[FAT

Other

Co

31 Mar 2022

15 Apr 2022

D2.5

RAINBOW
Secure Overlay
Mesh Network -
Version 1

UBITECH

Other

CO

31 Mar 2021

24 May 2021

D2.6

RAINBOW
Secure Overlay
Mesh Network -
Final Version

UBITECH

Other

CoO

31 Mar 2022

27 Apr 2022
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Availability of
RAINBOW
Attestation Model

MS3 IFAT 31 Dec 2020 15 Feb 2021 via D21 and the
Supported  Use
Cases viaD1.3
First, early
release of
RAINBOW
Mechanisms -

MS4 TUW 31 Mar 2021 24 May 2021 Delivery of all

mechanisms via
WP2, WP3, and
WP4 related
deliverables.

1.2.3 Work package 3 - Fog and Cross-Cloud Services Orchestration

1.2.3.1 WP Overview

The aim of WP3 is to provide a unified abstraction for modelling fog applications,
including all resource, security, and quality constraints, an orchestrator to deploy and
manage these applications, a monitoring stack for obtaining relevant metrics, and a
sidecar proxy for bootstrapping RAINBOW components on fog nodes and connecting
them to the secure mesh overlay network.

1.2.3.2 Task detailed Assessment

Clearly significant results
The aim of this task is to provide a unified abstraction for modelling fog applications
with the dependencies between their components, the resource and security
requirements for each component, and the runtime quality objectives (SLOs).
The following significant results have been achieved:

® The Service Graph abstraction has been refined and documented in D3.2.

@® The final version of the Service Graph implementation as a Kubernetes Custom

Resource Definition has been released.
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Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
Not applicable

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

Not applicable

Corrective Actions

Not applicable

Work carried out by beneficiaries
TUW led the design and implementation of the Service Graph, significant contributions
and ideas to the design were provided by UBI and UCY, and many partners contributed

to finding requirements for the Service Graph.

Clearly significant results

The aim of this task is to provide the orchestration mechanisms needed to deploy fog
applications using their Service Graphs, place their components on the appropriate
cloud and fog nodes, and perform runtime adaptations, if SLOs are violated.

The following significant results have been achieved:

® An updated release of the Service Graph Kubernetes controller to create
Kubernetes-native deployments and services from a Service Graph, which
creates and updates Kubernetes-native deployments and configures the SLOs,
based on the submitted Service Graph.

@® An updated release of a fog-optimized Kubernetes scheduler to ensure near
optimal placement of an application’s components on cloud and fog nodes, based
on the component’s network and resource requirements.

® An updated release of the Polaris SLO framework that allows decoupling the
implementation of complex SLOs from the elasticity strategies they trigger to
correct SLO violations.

® Implementation of a generic SLO controller that allows that allows users to
create complex SLOs from the RAINBOW dashboard using metrics from the
RAINBOW monitoring service.

@ Additional elasticity strategies: migration of workloads and sending messages to
IoT devices via OPC UA.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
Not applicable

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable
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Corrective Actions
Not applicable

Work carried out by beneficiaries

TUW designed and implemented the Service Graph controller, the scheduler, the
elasticity strategies, and the SLO framework. UCY and AUTH implemented the
monitoring stack and helped with its integration with the SLO framework. UBI provided
a testbed for deploying the controllers, integrated the SLOs into the dashboard, and
carried out test deployments.

Task 3.3: Cross-Cloud and Fog Service QoS Monitoring (M7- M27, leader: UCY)

Clearly significant results

The aim of this task is to provide RAINBOW users with Monitoring-as-a-Service through
interoperable monitoring data collection mechanisms and scalable data extraction
through the overlay mesh fabric inter-connecting the fog offerings of a deployed IoT
application.

The following significant results have been achieved:

- The RAINBOW Monitoring Agent that enables the seamless extraction of system
utilization measurements from deployed fog nodes, the containerized services
deployed on fog nodes, and it also exposes a Probing Interface enabling app-level
metric reporting. The entire data collection process is customizable, and users
can enable specific metric groups, alter the collection periodicity of a metric
group and add/remove Monitoring Probes.

- A Python SDK for the RAINBOW Monitoring Probing Interface so that users can
develop their own custom monitoring probes to extract app-level metrics.

- The MonitoringProbe Repository features a Docker Container, Process, Nvidia
Jetson, NetData and TensorFlow Probe.

-  RAINBOW Monitoring provides different levels of Data Exporters, including
pushing data to the RAINBOW Overlay Storage Fabric, exposing a REST endpoint
and logging metrics to the local filesystem.

- Adaptive Monitoring can also be optionally enabled by users. When enabled, the
monitoring intensity and the data dissemination rate are dynamically adjusted
based on the volatility of the metric streams collected so that energy and
network overheads are reduced to a minimum.

- The Monitoring is part of the RAINBOW CI/CD pipeline so that all new features
and software improvements are automatically pushed to the RAINBOW
Artifactory.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
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Not applicable as all objectives have been achieved.

Corrective Actions
Not applicable as no deviations have been experienced.

Work carried out by beneficiaries

UCY designed and developed the RAINBOW Monitoring core codebase, the Python
probing SDK and adaptive monitoring algorithms. In turn, AUTH aided in the design of
the Overlay Storage Fabric connector interface, TUW aided in the integration of the
Monitoring with the fog node deployment process for automating the installation and
configuration of the Monitoring through the Orchestrator, and UBI aided in the
integration of the Monitoring with the RAINBOW CI/CD pipeline.

Task 3.4: Sidecar Proxy Embedding Fog and Cloud Nodes (M10-M27, leader: UBI)

Clearly significant results
The aim of this task is to provide a Sidecar Proxy that can be installed in the Fog and
Cloud nodes, and act as the local orchestration agent for the node. Also, it manages the
installation and configuration of the RAINBOW's edge-related components. The SideCar
proxy is a submodule of an entire ‘edge’ stack that aims to provide edge-level
programmability to the onboarded resources to the RAINBOW cluster. The stack per
se has multi-fold goals; each of which aims to overcome a significant challenge of the
RAINBOW operational environment i.e. dynamicity and uncertainty.
The following significant results have been achieved:

® Design and create the interface layer with the other RAINBOW services.

® Enable the Sidecar Proxy to be able to install and configure the Overlay Mesh

Networking and add the node to the network.
@® Enable the Sidecar Proxy to install the Edge-related components at the node.
® Install and configure the Kubernetes agent to onboard the node to the
Kubernetes cluster through the Sidecar Proxy.

RAINBOW has paved the way for extending existing ‘fixed’ topologies of K8S nodes with
dynamic edge nodes while coping with the uncertainty and dynamicity of the
environment. The lack of trust and static routing schemes are confronted by specific
formal protocols that guarantee the consistency of the nodes and the transport-level
security of communication at the edge level through pioneering mesh networking
principles. All these are provided without disrupting the functional profile of the logical
centralized K8S layer. The established mesh network is thereafter used to bootstrap a
layer-7 proxy that can be used for high-level policy enforcement.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
Not applicable

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable
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Corrective Actions

Not applicable

Work carried out by beneficiaries

UBITECH designed and developed the Sidecar Proxy core codebase, UCY provided
extensions on it to integrate it with the rest of the RAINBOW platform and INTRASOFT
aid with the consuming of the interfaces of the different RAINBOW components.

1.2.3.3 Deliverables and/or Milestones

RAINBOW Fog
p3.1 | Orchestration TUW | Other | CO |31Mar2021 | 31 Mar2021
Mechanisms - Early
Release
RAINBOW Fog
D3z | Orchestration o Toner | co | 31Mar2022 | 18 Apr 2022
Mechanisms - Final
Release

First, early release of
RAINBOW Mechanisms
- Delivery of all
mechanisms via WP2,
WP3, and WP4 related
deliverables.

MS4 TUW 31 Mar 2021 24 May 2021

1.2.4 Work package 4 — Data Management Services

1.2.4.1 WP Overview

The services developed within WP4 contribute to the enablement of interoperable and
location-aware data processing across the fog continuum. This is achieved by pushing
“intelligence” to the network “edge” with -in place- data management and fog service
analytics through decentralized edge APIs capable of “talking” to each other without the
need of offline, manual, or human intervention.
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1.2.4.2 Task detailed Assessment

Task 4.1: Distributed Data Storage and Sharing (M7-M27, leader: AUTH)

Clearly significant results

The aim of this task was to provide efficient and scalable storage mechanisms for the
RAINBOW services’ needs. The task responsibilities included ACID-compliance as well
as mechanisms for data availability, replication, and persistency.

During the project’s lifespan, the following significant results have been achieved:

9 The final version of the RAINBOW Data Storage and Sharing component has
been released. The component comprises and builds upon the open-source
Apache Ignite framework customized with micro-services tailored to the fog
ecosystem. The component stores data in both in-memory and persistent caches
depending on the needs. Each instance of the Storage component stores locally
its own data and can access the data from every other instance of the cluster.

1 A comprehensive benchmarking study, presenting the advantages and
drawbacks of different in-memory databases, has been published in a peer-
reviewed international conference (ICDEW 2022). The Apache Ignite
framework was chosen as the basis for the component based on the study’s
results and the fog ecosystem’s specific features.

9 The Storage fabric interface has been implemented. Storage instances in the
cluster can read data from every other instance making the data exchange
transparent and independent of the node when one is queried by the rest of the
components. Also, the Storage fabric for every read request optimizes the data
movement by returning the available data from the minimal yet sufficient set of
instances.

1 Two novel algorithms for data placement were developed and implemented. The
first algorithm tackles the instability problem of the fog ecosystem by replicating
data from the unstable to the more stable nodes, always making them available.
The second algorithm minimizes the latency of the queries by replicating the
requested data closer to the Analytic component’s sources, while considering
data freshness and quality (in terms of sampling). Both algorithms have been
investigated in depth yielding novel scientific results that are summarized in a
publication in a peer-reviewed international conference (BDCloud 2022).

1 Both real-time and historical monitoring data are stored in in-memory and
persistent caches using a high-performance indexing scheme, which allows the
fast extraction of the monitoring information. The persistently stored data are
discarded after a set period of time so that the component will not impede on
the device’s resource usage.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
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No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable as all project objectives have been achieved.

Corrective Actions
Not applicable as no deviations have been experienced.

Work carried out by beneficiaries

AUTH designed and implemented the core codebase of RAINBOW Storage as well as
the two data placement algorithms. In turn, UCY contributed to the design of the high-
performance indexing scheme for the storage of monitoring data and the integration
with the Monitoring and Analytics components. TUW aided with the integration of the
Storage component with the Orchestrator and the SLO controller.

Task 4.2: Distributed Data Processing (M7-M27, leader:UCY)

Clearly significant results

The aim of this task was to contribute to the RAINBOW Analytics Stack with the design
and development of novel scheduling algorithms for the scalable, in-time and fog-aware
execution of continuous analytic jobs using an open and popular distributed processing
engine (Apache Storm) that “sits” on the fog nodes of an IoT application and
interconnected via the RAINBOW secure overlay mesh network.

During the project lifespan, the following significant results have been achieved:

- The final version of the RAINBOW distributed data processing services
contributing to the Analytics Stack. This includes the Analytics Executor that
parses jobs submitted from the RAINBOW Dashboard capturing the Service
Graph, optimization Strategy and analytics queries. The Analytics Executor upon
successful validation realises the Distributed Processing Service which includes
a deployment of Apache Storm tailored to in-time processing of streaming data.

- An analytics job scheduler interface for the development of fog-aware
Schedulers that can be “plugged-in” to the processing engine in order to optimize
the execution of analytics jobs based on optimization strategies that the user
defines (e.g., latency, data quality, energy, etc) along with the extraction of
monitoring data from the RAINBOW Storage Fabric and topology/deployment
information from the RAINBOW Orchestration.

- The design of a Scheduler repository encompassing 4 Schedulers for streaming
analytics jobs. In brief: (i) the BaselineScheduler adopts a fog-agnostic
optimization strategy by adopting a round-robin “fairness” mapping of tasks to
worker nodes; (ii) the PerfScheduler inherently optimizes the performance of
stream processing by considering as the most important QoS metric the average
latency of the Storm topology; (iii) the PerfDQScheduler extends the
PerfScheduler with a bi-objective optimization process considering both
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performance and data quality as important aspects for [oT deployments; and
(iv) PerfEnergyScheduler extends the PerfScheduler with a bi-objective
optimization process to consider trade-offs between performance and energy
consumption of the deployment.

- Fogify, an emulator developed to facilitate the rapid design of experiment
testbeds for large-scale data-intensive [oT applications by enabling users to
quickly test their applications with “what-if’ scenarios in consolidated
environments where data-intensive applications are actually run but the
infrastructure is emulated to resemble the compute and network capabilities of
heterogeneous fog nodes and networks.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

Not applicable as all project objectives have been achieved.

Corrective Actions

Not applicable as no deviations have been experienced.

Work carried out by beneficiaries

UCY designed and developed the RAINBOW Analytics Stack codebase with AUTH
contributing to the integration with the Storage Fabric for real-time monitoring data
extraction. UCY also implemented the Scheduler interface along with the schedulers
made available to RAINBOW users. In turn, the design of the Perf and PerfDQ schedulers
was a product of collaboration between AUTH and UCY. UCY also designed the Fogify
emulator for data intensive [oT services.

Clearly significant results

The aim of this task was to contribute to the Analytics Stack a high-level and declarative
query model that supports the abstraction of analytics from real-time monitoring data,
along with the declaration of end-user fog-aware requirements and provide integration
endpoints with the RAINBOW Dashboard (analytics perspective).

During the project lifespan, the following significant results have been achieved:

- A high-level declarative language (StreamSight) that is based on a query model
intended to ease the definition of streaming analytic queries. StreamSight is a
declarative SQL-like query language that can be used to compose streaming
analytic queries to extract insights relevant to IoT applications from the
monitoring streams exposed by RAINBOW through the Storage Fabric. A notable
feature of the StreamSight query model is that it is completely decouple from the
underlying distributed processing engine, making the queries (and entire
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analytic jobs) reusable on different engines, while also alleviating the steep
learning curve and significant cost for development and debugging when in need
to adopt different distributed processing engine programming models.

- A query-to-analytics-job compiler for the StreamSight. This enables the
compilation of descriptive analytic queries into optimized jobs through the
mapping to the programming primitives of the underlying distributed
processing engine. A set of fog-aware optimizations are also supported by the
compiler and include windowed queries, filtering, sampling, and intermediate
data reduction to reduce network overheads.

- A set of query operators for StreamSight for geo-distributed computations
including the design of novel distance-based outlier detection.

- Integration endpoints for the Analytics Perspective of the RAINBOW Dashboard.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable as no deviations have been experienced.

Corrective Actions
Not applicable as all project objectives have been achieved.

Work carried out by beneficiaries

SUITES and UCY contributed to the design of the query modelling with operators for
fog-aware environments. In turn, UCY aided in the development of the compiler for the
query model and the RAINBOW job scheduling optimizations. UNISYSTEMS and K3Y
aided in the collection of the required query operators for descriptive analytics from
the demonstrators and finally, SUITES provided the integrations required to use the
query model in the RAINBOW Dashboard.

1.2.4.3 Deliverables and/or Milestones

Data Management
D4.1 | Services - Early | UCY Other | PU 31 Mar 2022 | 31 Mar 2022
Release

Data Management
D4.2 | Services - Final | UCY Other PU 31 Mar 2022 | 31 Mar 2022
Release
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First, early release of
RAINBOW Mechanisms

May 24, | - Delivery of all
M54 Tuw 31 Mar 2021 2021 mechanisms via WP2,
WP3, and WP4 related

deliverables.

1.2.5 Work Package 5 — Continuous Integration and Accessibility

1.2.5.1 WP Overview

The overall aim of this WP was to design and provide the technical means for a unified
continuous integration, delivery, testing and quality assurance framework to be adopted
by all partners and used for the entire lifespan of the development of the RAINBOW
software components. Moreover, in the context of WP5, we also designed and developed
the RAINBOW dashboard where fog service operators and platform administrators can
overview resources, services, and analytics.

WP5 was divided into 3 main tasks which in the first half included the design of the end-
to-end software integration and testing framework, the adoption of software
maintenance policies, the design of the RAIBOW dashboard and most notably the 1st
version of the integrated RAINBOW platform, all of which were successfully completed
within the first reporting period of the project in M18 of the project.

At the second half, RAINBOW managed to deliver the following:

1 The second version of the RAINBOW platform, incorporating the final versions of
all components as well as the final version of RAINBOW dashboard, were
developed, delivered and demo tested, also working on some issues raised during
the first round of pilot tests according to a plan originally rolled out.

9 Proceeded with final revised and issue-free version of the platform and dashboard
after the second iteration of the demonstrations. These final versions were re-
evaluated for the concerning their user friendliness, functionality, and efficacy.

1 Two technical reports were delivered, namely D5.3 and D5.4, which described the
results of WP5 regarding the second reporting period, where RAINBOW also made
improvements to the reference architecture, implementing some key
improvements to the workflow diagrams, in order to improve platform efficiency,
security, and performance.

1 In terms of the backend of the technical achievements, the development and
delivery process delineated in D5.1 has allowed RAINBOW to perform release
cycles of new versions with improved performance and features. In relation to the
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RAINBOW frontend, the technical partners managed to include new features and
increased user-friendliness also using feedback from pilots.

1 Finally, RAINBOW's respective partners continued to implement the same
software testing strategy for the platform that was embraced during the first
reporting period to obtain key quality assurance metrics that were used to
develop the final version of the integrated platform and dashboard.

1.2.5.2 Task detailed Assessment

For the second half of the project, the goal was to achieve a full integration between all
platform components and support all promised functionality. Furthermore, in this Task,
we aimed to work on all technical aspects of the integrated platform, including updated
architecture, components integration status, technical evaluation process, and finally
installation and usage instructions. The main achievements on this 2nd period were:

91 Delivery of the 2nd and final version of the RAINBOW Integrated Platform
together with their technical reports (D5.3 and D5.4)

1 Redesign of the information flow among the software components
defining/introducing (a) “Cluster-head Fog Node” functionalities, (b) backend
services, (c) extension of the Edge Stack.

1 Finalisation of the definition and documentation of the information flow among
all components components defining the information exchange among them.

1 Execution of technical tests (unit and integration tests) of the various RAINBOW
components.

1 Optimisation of the performance and integration of discrete components in the
2nd and final integrated platform

1 Renaming/bug fixes on layers and components resulting from feedback gained
while providing technical support to pilots

1 Maintenance and update as deemed necessary of the RAINBOW’s integrated
platform.

1 A detailed guide to the installation, configuration and usage instructions of the
platform has been written, making it available in the form of a constantly
updated digital documentation available on the ReadTheDocs platform.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

RAINBOW was delayed in delivering the 2nd release and the corresponding document
due to delays in the implementation of individual components of WP2, WP3, and WP4.
Thus, in order to properly document the relevant work, WP5 activities were expanded
to have all technical deliverables and code implementations in place. Additionally,
RAINBOW decided as a consortium based on reviewers’ feedback to refine the
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RAINBOW architecture, based on initial deployment and demonstrator validation
reports. Nevertheless, this slight delay didn't affect the overall progress of the work
plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

n/a

Corrective Actions

n/a

Work carried out by beneficiaries

As Task and WP leader, INTRA led the integration efforts, supervised the
implementation of components’ interfaces, contributed to the resolution of ad-hoc open
issues that occurred, redacted D5.3 & D5.4 Table of Contents and document structure
and filled it up with regular updates, integrated contributions from all technical
partners, which were submitted in May and December 2022 respectively. Also, INTRA
led weekly technical calls throughout the second reporting period so that all major and
minor technical issues raised were discussed and effectively resolved in a timely
manner with all technical partners.

All WP5 partners (UBI, TUW, UCY, DTU, AUTH, IFAT, UNIS, POLITO) contributed to
RAINBOW's GitLab repository with their components also by using the issues
management and CICD features, provided their input in the D5.3 and D5.4, and finally
worked towards resolving technical issues and bug fixes.

The aim of this task during the last 18 months of the project was to implement the
agreed software quality assessment process, and the testing procedures as an integral
part of the development and integration plan followed. RAINBOW documented the final
outcomes of this task in D5.3 and in D5.4. The main achievements through this period

were:

1 Maintenance of all software tools required for the actualization of the software
quality assurance strategy

1 Worked on automated pipelines that manage the Continuous Integration and
Continuous Delivery of the whole project through RAINBOW GitLab repository
(16 image repositories)

1 Put effort on issue and bug tracking (a total of 559 commits have been created
by the partners’ developers during the last 18 months for the eleven RAINBOW
GitLab subgroups and 135 issues have been closed)

1 Monitoring of software quality of all software artifacts integrated in the
RAINBOW platform and elicitation of quality improvements based upon the set
of pre-defined metrics

1 Documentation of the SW quality tests results at D5.3.
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Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

n/a

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

n/a

Corrective Actions

n/a

Work carried out by beneficiaries

INTRA contributed to the refinement of the initial strategy, managed, and maintained
VCS and required tools deployed and used in the CICD lifecycle until the end of the
project. UBI and IFAT contributed in both WP5 related deliverables, technical support
internal review.

Task 5.3. RAINBOW Unified Dashboard (M10-M36, leader: SUITES)
Clearly significant results

For the second release, Task 5.3 activities aimed at improving the functionalities
provided through the dashboard for the first release based on the feedback gained from
the users from the first and second round of evaluation leading to a range of fixes and
improvements. During the reporting period the RAINBOW dashboard has been
integrated, deployed, and used. More specifically, RAINBOW has:

1 Enhanced and refined service graph editor
1 Integrated analytics editor and included more metrics and operations thus
allowing complex query creation
1 Integrated Policy Editor with the SLO query building along with the provided
elasticity strategies
1 A detailed dashboard usage guide for end users has been compiled and is
available on the ReadTheDocs platform
Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
Not applicable
Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable

Corrective Actions

Not applicable

Work carried out by beneficiaries

SUITES undertook the improvement and functionalities’ extension implementation of
the dashboard.
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INTRA, UCY, TUW, UNIS, DTU, POLITO and AUTH contributed to the evaluation of the
web interface and worked for the extension of the technical interface among dashboard
and different components, and finally monitored the overall integration process.
UBITECH collaborated with SUITES for the extension of the dashboard and aggregated
all input received both from the technical partners and from the end users

1.2.5.3 Deliverables and/or Milestones

RAINBOW
Integrated
D5.3 | Platform and | INTRA Report | CO 31 Mar 2022 | 03 May 2022
Unified Dashboard
- Second release

RAINBOW
Integrated
D5.4 | Platform and | INTRA Other | CO 31 Dec 2022 | 30Jan 2023
Unified Dashboard
- Final Release

First, early release of
RAINBOW  Integrated
Framework was
achieved via D5.2.

MS5 INTRA | 30 Jun 2021 7 Jul 2021

2nd release of RAINBOW
MS8 TUW 31 March 2020 | 3 May 2022 | Integrated Framework
was achieved via D5.3.

Final pre-commercial
release of RAINBOW
Integrated Framework
was achieved via D5.4.

MS5 AUTH 31 Dec 2022 31 Dec 2022
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1.2.6 Work package 6 —- Demonstrators and Performance Evaluators

1.2.6.1 WP Overview

This WP is responsible for the overall planning and management of the three RAINBOW
demonstrators, aiming to evaluate both the scientific innovations and the business value
proposition of the RAINBOW solution.

During the first half of the project up to M18, WP6 defined the RAINBOW evaluation
framework which covered both the technical and the business validation of the RAINBOW
solution, based on test scenarios and test cases. During the second half of the project, the
so-called “Early demonstrators” evaluated the early release of the RAINBOW using virtual
set-up of the use case elements, while the “Advanced demonstrators” evaluated the
advanced release of the RAINBOW using physical demonstrators.

1.2.6.2 Task detailed Assessment

Clearly significant results
Task 6.1 defined the evaluation framework which guided the assessment, during the
second half of the project, of the early and advanced releases of the RAINBOW platform
against the objectives targeted, by monitoring the impact of RAINBOW in the
environments of the three demonstrators.
In the context of this task, there were provided:
@® an evaluation methodology based on the well-known V model for the
Verification & Validation of software;
@ the high-level descriptions of the three RAINBOW demonstrators;
® the usage of RAINBOW assets in each demonstration environment;
® the metrics used to assess the offerings of the RAINBOW solution both from a
technical excellence and a business impact perspective.
Also, a structured approach was followed in order to ultimately prescribe an
implementation plan for each demonstrator:
@ test scenarios were developed; these defined the high level goals that each
demonstrator had related to the evaluation of the RAINBOW solution;
@ test cases were created by fleshing out the test scenarios;
® the implementation plan was defined for each demonstrator.
Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
n/a
Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
n/a
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Corrective Actions

n/a

Work carried out by beneficiaries

Suite5 coordinated task T6.1 and the creation of deliverable “D6.1 - Evaluation
Framework and Demonstrators Planning”; defined (i) the evaluation approach based
on the V model, (ii) the evaluation framework, (iii) the business validation metrics, (iv)
the evaluation guidelines and ultimately (v) the implementation plan for each
demonstrator.

BIBA, CRF, LINKS, POLITO, MSP and K3Y provided (i) the descriptions of the three
RAINBOW demonstrators (virtual & physical), (ii) the integration of RAINBOW tools
and assets in each demonstration environment and (iii) the business evaluation metrics
particular to the business domain and goals of this demonstrator. Furthermore, they
provided (iv) the test scenarios and (v) the test cases.

UCY, INTRASOFT, UBITECH, TUW and IFAT provided the technical evaluation metrics
and support to the demonstrator partners.

All partners reviewed the test scenarios and the test cases which were executed during
the demonstrators’ evaluation.

Clearly significant results

The aim of Task 6.2 was to develop a demonstrator for safe real-time Indoor Positioning
and Collision avoidance system for personnel and robots in Industry 4.0. According to
the implementation plan, the task was divided into two phases: early stage and
advanced. In the early stage, a virtual demonstrator was implemented entailing one or
more virtual workspaces containing simulations of robotic arms and motion of factory
personnel in the workspace. The use of the virtual demonstrator provided benefits in
terms of reproducibility, repeatability, and setting up of a variety of complex test
scenarios which are difficult to reproduce in a physical demonstrator under lab
conditions.

In an advanced stage, the RAINBOW platform was evaluated in a physical demonstrator.
The physical demonstrator consists of two real robotic arms and a personnel
localization system using localization tags. A real personnel localization system was
developed using Ultra-Wide Band technology, however the safety aspect is still under
research. Therefore, the physical demonstrator was modified to demonstrate the
necessary scenarios in a semi-virtual approach, where real robots provide motion
information and are controlled together with a newly developed virtual personnel
localization generator which accepts personnel movement inputs given by a human
operator.
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Results achieved at the end of month 36 of the project:

@ the choice and validation of tools provided for the implementation of the task;

@® programming software services (at different readiness level), which were
planned in the D6.1 and which are necessary to evaluate RAINBOW platform for
Human-Robot Collaborative use case;

® virtual HRC demonstrator was developed and used for testing of the early
RAINBOW version;

® physical HRC demonstrator was developed and used in tandem with an
advanced version of the virtual demonstrator for testing of the advanced
RAINBOW version.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

The consortium requested a one-month delay for the submission of deliverable D6.3
“Human-Robot Collaboration Demonstrator - Final Release” in order to allow for
corrections in the RAINBOW platform spotted during the deployment of the advanced
release.

The delay of D6.3 did not affect the course of other tasks and/or WPs.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

n/a

Corrective Actions
n/a
Work carried out by beneficiaries
BIBA:
@® Design and develop the virtual demonstrator for HRC use case
® Develop software services for robot motion tracking, personnel motion tracking
and collision avoidance
@® Develop areal-time personnel localization system for the physical demonstrator
@ Integration of RAINBOW platform to HRC demonstrator premises
® Testing of RAINBOW capabilities throughout its early and advanced versions
using the virtual and the physical demonstrator and providing feedback
Clearly significant results
The aim of Task 6.3 was to develop the Digital Transformation of Urban Mobility use
case demonstrator and integrate it with the early and advanced releases of the
RAINBOW platform; the result being a real-time geo-referenced notification system
about a hazardous situation for vehicles travelling in urban areas. According to the
implementation plan, the Task was divided into two phases: early stage and advanced.
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In the early stage the demonstrator operated as an integration between distributed
three lab-to-lab workbenches, implementing the fog node, the cloud node and the car
unit. The Advanced demonstrator was a real “on the road” demonstrator involving a
vehicle (Fiat Ducato) and a road side unit with LiDAR and camera; both connected with
edge and cloud computing resources.
The main results achieved until Month 36 of the project:
® design of the overall demonstrator architecture both for early and final
demonstrators with a detailed definition;
® a Road Side Unit and a Fog Node Prototype integrated with the RAINBOW
orchestrator to orchestrate the scene detection algorithm from MEC to Fog
Node;
@® an instance of the overall system exchange messages infrastructure with a
publish/subscribe AMQP broker (Advanced Message Queuing Protocol);
@ the City Aggregator for the visualization of vehicle positions and of hazardous
events on a map;
® a connected vehicle with dedicated setup (CAN bus), integrated V2X/5G
Telematics Box prototype and related communication software.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

The consortium requested a one-month delay for the submission of deliverable D6.5
“Digital Transformation of Urban Mobility Demonstrator - Final Release” in order to
allow for corrections in the RAINBOW platform spotted during the deployment of the
advanced release.

The delay of D6.5 did not affect the course of other tasks and/or WPs.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
n/a

Corrective Actions
n/a

Work carried out by beneficiaries

LINKS worked on the design and development of the first Road Side Unit Fog Node
Hardware Prototype with the automatic hazardous events detection service and the
AMQP client, both on Fog and Edge nodes.

POLITO focused on the design and development of the exchange message
infrastructure at Cloud Level using an AMQP broker and the City aggregator.

CRF worked on the design of the initial lab workbench emulating the vehicle
architecture and on the advanced demonstrator setup with the actual vehicle. In the
early demonstrator, CRF configured and provided vehicle workbench components: V2X
(Vehicle to everything) board, Automotive CAN Bus emulator, Human Machine
Interface, vehicle emulator system, PC5 modems. In the Advanced demonstrator, CRF
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set-up the vehicle with a real dedicated CAN Bus and a full feature Telematic Box (V2X,
PC5 and 5G enabled).

Task 6.4 Power Line Surveillance via Swarm of Drones (M13-M33, leader: MSP)

Clearly significant results

The aim of Task 6.4 was to develop the demonstrator to showcase the operations of a
swarm of drones performing a common maintenance task: monitoring the power line
infrastructure. According to the implementation plan, the Task was divided into two
phases: early stage and advanced.

In the early stage, a virtual demonstrator was prepared, based on the Gazebo - an Open-
Source physics simulation environment (https://gazebosim.org/). It uses a dockerized
environment to facilitate: the emulation of flight physics via a software in the loop
(SITL) simulation, the necessary parsing of commands originating from the human-
operated ground control station, the grouping of said commands depending on the
drone for which they are addressed, the posting of the respective messages to an
intermediate broker, the reception of posted messages for each drone instance, and
finally the forwarding of each command to the respectfully addressed simulated drone
instance. Necessary services were programmed, that control the coordination of the
work of ground control stations and their cooperation with a group of drones. The
virtual and compartmentalised approach enabled the sufficient, initial testing of the
developed RAINBOW components in a reliable, low-cost and replicable software-based
manner, however, it should be noted that this is a simplified version of reality that does
not take into account the changing conditions of the environment and mission. The tests
were carried out successfully, in a full extent. KPIs measurements were collected.

The advanced demonstrator was prepared in the advanced stage. The aim was to test
the solutions in a near-real environment. This means the demonstrator had to prove
that it could function in a changeable, often unpredictable situations (disturbances in
radio connections, weather conditions, changes in wind speed, etc.). A set of
components was adjusted for the use case purpose: three ground control station stands
(based on Jetson microcomputers, with WiFi communication between the GCS and with
radiomodems for communication between the GCS and the drones), three geoHOVER
drones, a laptop serving as GUI (with QGround Control software for the system
monitoring). After some corrections in the system (both in RAINBOW and drones
components), a series of field tests were performed in two locations. KPI measurements
were collected and the results were compared with the ones achieved in the virtual
demonstrator stage.

The use case demonstrator was implemented and fully tested according to the plan.
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The main results achieved until Month 36 of the project:

@ selection and validation of tools provided for the implementation of the task;

@® development and verification of all services and components necessary to carry
out the use case, both for the virtual and physical demonstrator;

@ establishment, testing and validation of the virtual demonstrator;

@ establishment, testing and validation of the physical demonstrator.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

The consortium requested a one-month delay for the submission of deliverable D6.7
“Power Line Surveillance Demonstrator - Final Release” in order to allow for
corrections in the RAINBOW platform spotted during the deployment of the advanced
release.

The delay of D6.7 did not affect the course of other tasks and/or WPs.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
n/a

Corrective Actions
n/a

Work carried out by beneficiaries
Task is realized by MSP and K3Y. The following actions were undertaken so far:

MSP

® Development and verification of the following services:
O Mission Guidance - responsible for the preparation of the master mission
plan and generating tasks (mission plans) for particular drones
o Radio Gateway - allows the whole system to communicate over radio
modems with drones and is responsible for the drone handover
procedure
O© Ground Control Station Gateway - allows an unmodified, off-the-shelf
GCS GUI software that uses MAVLink protocol to connect to the system
via MQTT
@ Integration of the drone demonstrator with the RAINBOW services, both for
virtual and physical versions.
® Testing the RAINBOW assisted drone demonstrator in a virtual and physical
environment.
@® Carrying out use tests (both for virtual and physical demonstrator versions)
according to the planned scenarios, validation and collection of KPI
measurements.
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K3Y contributed by investigating possible methods and tools in order to support UAV
swarm communications. K3Y has investigated the MAVIink protocol and how the
MAVIink packets can be transmitted to a swarm from a virtual controller. In addition,
K3Y examined relevant software-in-the-loop simulation (SITL) frameworks (e.g.,
Ardupilot SITL in conjunction with Gazebo) that can support the use case. Moreover,
the SITL framework has been expanded to support drone swarms. This functionality

was utilized for the virtual scenario of this use case.

Clearly significant results

This task engaged in data and measurements collection with regard to the overall
experience of the demonstrators when using the developed RAINBOW platform, as well
as a general assessment of the platform, both in terms of business and technical terms.
The KPI values were measured, with their adherence to their optimal values being
considered as well. Finally, benchmarking and impact assessment done in the context
of this task let the consortium know of any possible weaknesses of the platform, while
ensuring its strengths are as expected.

The main results from the activities carried out:

® Consolidation of the preliminary structure for the deliverable “Validation
Results and Performance Evaluation”.

@® Submission of D6.8 “Validation Results and Performance Evaluation - Early
Release” documenting the results of validating the early RAINBOW release at the
three demonstrators.

@® Output of technically valid adoption guidelines and lessons learnt which acted
as feedback to the development efforts.

@ Preparation of the updated version of the task’s deliverable, submitted as D6.9
“Validation Results and Performance Evaluation - Final Release” documenting
the results of validating the advanced RAINBOW release at the three
demonstrators.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

RAINBOW deliverable D6.8 “Validation Results and Performance Evaluation - Early
Release” required direct input from the three use cases in the form of baseline values
(without RAINBOW) and measured values (with RAINBOW) of certain metrics which
were then combined to form the KPIs. Delays in receiving such input blocked the
evaluation of the RAINBOW validation scenarios and the analysis of the data that was
captured during the execution of the use case scenarios. With this in mind, the
consortium requested, an official extension of D6.8 in order to:

@® Finalise the deployment process
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® Calculate the various KPIs

® Complete the corresponding parts of the deliverable
The delay of D6.8 did not affect the course of other tasks and/or WPs as through this
iterative approach, the implementation of individual components progressed and
enhanced the development work towards the advanced release of the RAINBOW
platform.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
n/a

Corrective Actions
n/a

Work carried out by beneficiaries

K3Y defined the Table of contents for deliverable “Validation Results and Performance
Evaluation” considering the structure, evaluation framework as well as the business
and technical KPIs defined in the deliverable D6.1 “Evaluation Framework and
Demonstrators Planning”. Then, K3Y prepared and submitted two versions of the
deliverable documenting the results of validating the early and advanced RAINBOW
release at the three demonstrators. Lastly, lessons learnt and adoption guidelines were
extracted during the implementation of the early version validation and fed into the
development process, pivoting the relevant developments through directly applicable
feedback. Correspondingly, during the advanced version K3Y monitored and validated
the technical progress of the demonstrators, so as to pivot deployment efforts
accordingly.

BIBA, CRF, MSP, UBI, LINKS, IFAT, UCY, TUW, POLITO, INTRA provided feedback
about the table of contents of deliverable “Validation Results and Performance
Evaluation” and then provided measurements, contribution to lessons learnt and
adoption guidelines towards the composition of the two versions of the deliverable.

1.2.6.3 Deliverables and/or Milestones

Evaluation
Framework and
D6.1 SUITE5 | Report | PU 30Jun 2021 | 30]Jun 2021
Demonstrators
Planning
D,z | Human-Robot BIBA | OTHER | CO 30 Sep 2021 | 04 Oct 2021
Collaboration
Page 51 of 82

Copyright © Rainbow Consortium Partners 2022



Demonstrator -
Early Release

Project No 871403 (RAINBOW)

D8.2 Publishable Final Report
Date: 30.12.2022
Dissemination Level: PU

D6.3

Human-Robot
Collaboration
Demonstrator -
Final Release

BIBA

OTHER | CO

30 Sep 2022

31 Oct 2022

D6.4

Digital
Transformation

of Urban Mobility
Demonstrator -
Early Release

CRF

OTHER | CO

30 Sep 2021

18 Oct 2021

D6.5

Digital
Transformation

of Urban Mobility
Demonstrator -
Final Release

CRF

OTHER | CO

30 Sep 2022

31 Oct 2022

D6.6

Power Line
Surveillance
Demonstrator -
Early Release

MSP

OTHER | CO

30 Sep 2021

11 Oct 2021

D6.7

Power Line
Surveillance
Demonstrator -
Final Release

MSP

OTHER | CO

30 Sep 2022

31 Oct 2022

D6.8

Validation Results
and Performance
Evaluation - Early
Release

K3Y

Report | PU

31 Dec 2021

22 Feb 2022

D6.9

Validation Results
and Performance
Evaluation - Final
Release

K3Y

Report | PU

31 Dec 2022

31 Dec 2022
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1.2.7 Work package 7 - Dissemination, Exploitation and Communication

1.2.7.1 WP Overview

WP?7 focus is on the design, development, and execution of a solid strategy for achieving
wide impact on the project’s outcomes. Towards this goal WP7 encompasses a set of tasks
to plan and support all activities related with the communication, dissemination and
exploitation of RAINBOW that took place throughout the project lifetime and beyond. The
main objectives of this WP are: a) to raise awareness of the project amongst the research
and industrial community through targeted communication outreach and broad
dissemination of project’s achievements and outputs; b) to embody the results of the
project in standardization and also within industry by establishing ties with relevant
organizations and involving industrial contacts to achieve wide dissemination of the
innovative project solutions; c) to map the RAINBOW's technological concepts into new
business models based on market evaluation for the identified stakeholder groups; d) to
define the key exploitable innovations of RAINBOW that will feed into a high impact-
driven exploitation strategy prioritizing contributions to increase the take up of the
project results, replicate them in other settings and mainstream them within the
identified market sectors; and e) to develop a framework that will assess the project’s
overall impact through specific indicators and criteria for evaluating RAINBOW'’s
research output, knowledge transfer, and community benefit.

1.2.7.2 Task detailed Assessment

Clearly significant results

Under Task 7.1, all aspects and procedures required for planning, supporting,
monitoring and reporting the dissemination activities of the project were established
and applied. A summary of the most significant results is provided below, while detailed
descriptions are included in deliverables D7.1 (M3), D7.2 (M18) and D7.3 (M36).

Dissemination Plan: An elaborate dissemination approach was defined, taking into
account the project’s objectives, the expected impacts and the overall implementation
plan of RAINBOW. The dissemination strategy covers the identification of target
audiences and the messages to be conveyed, a set of pertinent objectives and a clear
roadmap with a series of activities such as participation in events, publications,
organization of workshops, standardisation activities and liaisons with other projects
and initiatives. Additionally, a reporting methodology was elaborated along with the
monitoring process of key performance indicators.

Dissemination Tools: A list of internal tools to coordinate and support the

dissemination activities was made available. These tools included: i) a constantly

Page 53 of 82

Copyright © Rainbow Consortium Partners 2022



Project No 871403 (RAINBOW)
D8.2 Publishable Final Report

Date: 30.12.2022
Dissemination Level: PU

RAINBOW

updated Events Database to track opportunities for the project’s dissemination; ii) a
RAINBOW Presentation to be used as the basis for customized project presentations;
iii) a Publications Planner to coordinate and support the partners with their own short-
midterm scheduling; iv) a Synergies Matrix where projects and initiatives for possible
cooperation with RAINBOW are identified; and v) a Partner Dissemination Log for
enabling continuous and systematically reporting of dissemination and communication
activities of each consortium member.

Publications: RAINBOW achieved 24 scientific publications (19 conference & 5 journal
papers) and 3 articles in corporate magazines.

Events: RAINBOW attended and/or was presented in 31 European and international
events, co-organized 5 scientific workshops, organized 6 webinars and 2 hackathons.

Contacts Mobilization: By exploiting networks and own channels of the consortium
the project has mobilized several contacts in the research community and industry
stakeholders as well as the general public. A list with industry contact points was
created, currently at 268 contacts, spanning from software developers and system
engineers to CTOs and founders of various SMEs, large enterprises, and industries
active in either national, European, or even global level. Also, a total of 20 websites were
found with links to RAINBOW’s project webpage.

Clustering & Collaboration: RAINBOW has built liaisons with 9 other European
projects and 1 cloud initiative performing cross dissemination activities, contributing
in surveys and a position paper and exploring options for further synergies. Moreover,
RAINBOW performed the following joint activities with collaborating organization: 1
webinar, 1 position paper, 2 surveys, 7 workshops, 1 experts discussion panel.

Open-source contributions: RAINBOW has provided open-source code, under the
Apache License 2.0, for 14 beyond the state-of-the-art software components that are
integrated under its Fog Computing Platform. These components are: Analytics
Interpreter, Pre-Deployment Constraint Solver, Deployment Manager, Policy Manager
(Runtime Constraint Solver), Application Lifecycle Manager, Scheduler, Analytics
Service, Data Storage and Sharing, Configuration Integrity Verification, TPM
Initialization Scripts and Tools, Control-Flow Attestation, Direct Anonymous
Attestation, Storage Agent, Monitoring Agent. Moreover, there are 3 additional open-
source contributions concerning Fogify - A Fog Computing Emulation Framework, the
PROUD framework - PaRallel OUtlier Detection for streams and the Linux TPM2 & TSS2
software.
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Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
Not applicable

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable

Corrective Actions
Not applicable

Work carried out by beneficiaries
The contribution of each partner in T7.1 is summarized as follows:

UBITECH: Presented RAINBOW in 5 events, co-organized a workshop on fog computing
security topics, initiated synergies with the HUB4CLOUD and DataCloud projects,
participated in an H-CLOUD webinar, contributed to the project’s industrial contacts list
and realized 2 internal company presentations of the RAINBOW project. UBITECH, as
the project coordinator, maintained an open communication and close collaboration
with AUTH on all matters regarding the project’s progress on the dissemination front
and the synchronization with the overall project implementation.

TUW: Led RAINBOW’s standardization activities (Task T7.2), attended 2 events,
presented RAINBOW in one event, organized a workshop on orchestration and a
webinar on SLOs, published 2 conference papers, contributed to the project’s industrial
contacts list and provided 5 open-source contributions.

POLITO: Published 4 journal and 1 conference papers, organized 2 workshops,
attended 1 event, contributed to the project’s industrial contacts list and contributed to
3 open-source components.

UCY: Attended 4 events and presented RAINBOW in several, organized a technical
webinar and a hackathon activity, contributed to the project’s industrial contacts list,
published 7 conference papers, supervised 1 master, 2 bachelor and 1 PhD theses
within the domain of Fog Computing, participated in 2 discussion panels, and provided
4 open-source contributions.

DTU: Attended events and presented RAINBOW, co-organized a workshop on fog
computing security topics, contributed to the project’s industrial contacts list,
published 2 conference paper, co-supervised a master thesis and supervised one PhD
thesis, and contributed to 3 open-source components.

AUTH: As the leader of WP7 and T7.1 has authored D7.1, D7.2 and D7.3. AUTH
elaborated the dissemination strategy based on the original plan included in the
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description of work and established all required tools to coordinate, support and
monitor the project’'s dissemination activities. AUTH regularly updated the
dissemination tools, continuously monitored the dissemination indicators, closely
collaborated with the Communication Officer (K3Y) and the coordinator (UBITECH) to
stir the process when deemed necessary and promptly offered help and support to
consortium members that needed it. Moreover, AUTH has attended 5 events and
presented RAINBOW in several, organized a dedicated RAINBOW workshop and a
hackathon activity, realized 2 internal presentations of RAINBOW, published 3
conference and 1 journal papers, supervised 2 PhD theses, contributed to the project’s
industrial contacts list, moderated an experts discussion panel, actively participated in
the H-CLOUD and the UNLOCK CEI community task force, initiated synergies with the
MORPHEMIC project, and provided 3 open-source contributions.

LINKS: LINKS is leading RAINBOW's exploitation activities and has contributed with
their network contacts.

IFAT: Led all activities concerning the Fog Adoption Industrial Focus Group (Task 7.5)
and contributed with their industrial network contacts. Also, they attended events and
published 2 conference papers.

INTRA: Performed synergy activities with the PLEDGER H2020 project and the Future
Cloud Cluster initiative by organising a workshop and presenting RAINBOW’s concept
and value proposition and discussing future collaboration opportunities.

SUITES: Attended events and presented RAINBOW in a workshop, participated in an
experts discussion panel, contributed to the project’s industrial contacts list, and has
realized 2 internal company presentation of the RAINBOW project.

K3Y: K3Y, leading RAINBOW’s communication activities, worked closely with AUTH on
the communication of all events where RAINBOW participated and the wide
dissemination of all project outcomes through the project’s digital channels (website,
social media, emails, press releases). Also participated in events, published one
conference paper and contributed to the project’s industrial contacts list.

UNIS: Initiated synergies with the DataVaults, GLASS and InGov H2020 projects.

CRF: Contributed with their access to automotive industrial networks, presented
RAINBOW developments in 3 internal meetings, published 2 articles in a corporate
magazine, and organized a webinar for their use case.
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BIBA: Attended events, published 1 conference paper and 1 article in a corporate
magazine, organized a webinar for their use case and contributed to the project’s
industrial contacts list.

MSP: Presented RAINBOW in an international conference, organized a webinar for their
use case and contributed to the project’s industrial contacts list.

Clearly significant results
The aim of this task is to influence relevant fog/edge computing standards to create an
impact on future fog applications.

During the project lifetime, the following significant results have been achieved:

1 Selection of the standardization groups to be targeted: Trusted Computing Group
(TCG - https://trustedcomputinggroup.org), the Linux Foundation Edge project
Open Horizon (https://www.lfedge.org/projects/openhorizon/) and Project
Centaurus (https://www.centauruscloud.io).

1 Dissemination of RAINBOW plans and outcomes in various TCG meetings.

1 Presentation of RAINBOW to the Open Horizon technical steering committee and
discussion of possible contributions from RAINBOW to Open Horizon.

1 Offer of two particular RAINBOW open-source components (Fogify and the Polaris
SLO Framework) to Open Horizon.

9 Contribution of the RAINBOW scheduler to the Linux Foundation Centaurus project
(https://www.centauruscloud.io).

1 Submission of an extension of Kubekey (https://github.com/kubesphere/
kubekey), with support for mesh and attestation setup, as an Eclipse IoT Project.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

The DoA predefined two target standardization groups and left one to be defined during
the course of the project. The two predefined groups were TPM (essentially TCG) and
OASIS TOSCA. Since we have decided to not utilize TOSCA and be Kubernetes compliant
instead, which allows for higher chances of adoption by the community, it no longer
makes sense to contribute to the TOSCA standard. As replacements Open Horizon and
Centaurus were selected.

TCG is central to many security-related standards, Open Horizon is part of the
influential Linux Foundation Edge and supported by IBM, and Centaurus, part of Linux
Foundation and supported by Futurewei, is focused on the complete [aaS+ platform.
Thus, these three groups have the potential for making an impact on production
applications, which makes Open Horizon and Centaurus suitable replacements for
TOSCA.
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Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

RAINBOW does not employ TOSCA. Thus, it makes no sense to contribute to it. TCG,
Open Horizon and Centaurus present significant opportunities to make an impact on
industry-focused production applications.

Corrective Actions

Not applicable

Work carried out by beneficiaries

TUW coordinated the standardization activities, handled communication with Open
Horizon and Centaurus, and offered /contributed its SLO Framework and the scheduler.
UCY offered Fogify for contribution to Open Horizon. IFAT is a long-time member of
TCG and discussed relevant RAINBOW outcomes in their working group meetings.
UBITECH created and submitted the Eclipse IoT project proposal and assisted with
administrative tasks.

Clearly significant results
This task aims to provide the communication plan at the beginning of the project that
updated and deployed successfully throughout the project life. Furthermore, this task
has provided a detailed communication roadmap based on the expected project outputs
and the production of a comprehensive set of documentation. Finally, in the context of
this task, the design and execution of the Data Management plan followed by the project,
according to the EC Guidelines on Data Management in Horizon 2020 has taken place.

During the project, the following significant results have been achieved:

e The Communication Roadmap and Data Management Plan (D7.1) has been released.
It Includes the dissemination strategy for the expected project outputs, the
communication tools and activities, the assignment of responsibility between the
partners to prepare and utilize materials, organize, and run activities for
dissemination and communication purposes and the reporting process for the
ongoing developments of their efforts. Furthermore, it includes partners’ individual
dissemination and communication plans and the set of KPIs to be monitored
throughout the project. Also, it introduces the data management approach by
defining the terminology, identifying the data types that are used and framing the
overall guidelines, regarding data collected and generated during the project.

e The first version of the Communication Activities Report (D7.6) as well the final
Communication Activities Report (D7.7) have been released. D7.7 describes the
communication activities that were pursued during the whole duration of the
project. More specifically, it contains a detailed description of all related activities
and the specific channels such as the project website, social media, newsletters,
brochures, poster, banner, videos, blog posts, press releases etc. used, regarding
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communication purposes of the project, fully implementing the online and offline
dissemination strategy clearly defined in D7.1 and following the updates introduced
in D7.2 “Open-Source Contributions, Dissemination, Clustering and Workshop
Activities Report - Version 1”.

The RAINBOW website serves as a place to provide access to some of the public
deliverables and freely available publications, case studies (demonstrators), news,
events, activities, etc. Moreover, there is dedicated space for accessing
dissemination materials. In addition, it also allows promoting the RAINBOW
solution to its end-users. [t was revamped constantly throughout the project period;
it has also undergone few major changes to develop a more attractive end-user
orientated environment. Its structure and layout are interrelated with the main
goals of WP7 to be able to disseminate the project results to the public, experts in
the field, and to engage key stakeholders.

RAINBOW’s social media presence includes LinkedIn, Twitter, Facebook,
Instagram, ResearchGate and YouTube, surpassing a cumulative count of 1000 posts
providing content such as: i) regular updates on the news, achievements and
progress of the project; ii) notable studies and articles on topics related to the
project; iii) sharing of news related to collaborating projects, events and activities
of interest, etc.

A banner, poster, two flyers and two brochures were designed and produced to
provide brief information about the project and its objectives and eventually to
support the partners for the successful dissemination of RAINBOW ideas and
results. The communication materials mentioned earlier provide information such
as accessing the project’s website, social media icons, partners’ logos, description of
KPIs, the objective of each use case, and the use cases that RAINBOW uses to validate
the platform.

Electronic newsletters are published to reflect the project's progress and
outcomes and any other relevant information. The electronic newsletters present
major activities implemented by RAINBOW, describe the project developments,
deliverables' findings and the results that were accomplished step-by-step and
finally, the RAINBOW's collaborations and synergies. Content suggestions also come
from the project meetings.

The RAINBOW project has issued several press releases to highlight the milestones
of the project and to announce significant events and developments. Their
distribution has been geared towards achieving wide press and media coverage
about the project. These press releases were published in all project’s
communication channels and also circulated by partners to their business networks
and media contacts. Also, they have been sent for publication to various local,
European and international information providers (e.g., journalists, websites,
magazines, electronic newspapers etc.) to maximize their reach and impact.
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e Three videos have been created to introduce and explain all aspects of the project
to our audience. The 1stvideo (RAINBOW Approach) is a general introductory video
about the concept and the targets of the project. This initial production provides a
general introduction, regarding the concept and the targets of the project. The 2nd
one (RAINBOW Use Cases) focuses on the description of the 3 project
demonstrators, their challenges and the impact of RAINBOW in each of them. Lastly,
the 3rd video (RAINBOW Platform) describes the platform and the
components/services that it includes.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

No deviations from the work plan

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

Not applicable as no deviations have been experienced

Corrective Actions
Not applicable as all P1 objectives have been achieved.

Work carried out by beneficiaries

K3Y coordinated task T7.3 and the creation of deliverable “D7.1 - Communication
Roadmap and Data Management Plan”; in collaboration with AUTH and UBITECH (as
there are related activities in Task 7.1). Lastly, K3Y coordinated the creation of the
deliverables "D7.6 - Communication Activities Report: Version 1" and "D7.7 -
Communication Activities Report: Final".

AUTH as WP7 leader and responsible for the project’s dissemination, has closely
collaborated with K3Y and actively supported all communication activities (such as
animation of digital communication channels, social media posting, content for the
website and the blog section, newsletters content preparation, etc.).

All consortium partners have engaged in the communication activities documented
in the respective deliverable.

Clearly significant results

The task aims to ensure the efficient management of IPRs. Background and foreground,
pre-existing know-how and knowledge developed in the project for project execution
and use are regulated in the Consortium Agreement (CA). Moreover, the goal of the task
is the definition of coherent detailed business cases, including economic, strategic and
commercial analysis of the exploitable assets (concepts, models, mechanisms,
framework) developed during the project. Specifically, the development of a
comprehensive business plan for creating value and Business plan targeted to Digital
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SMEs and Start-ups, Cloud platform providers, Cloud applications and services vendors
and end-user organizations.

During the first reporting period, the following significant results have been achieved:

- The Market Analysis, Business Plan and Innovation Management - Version 1 (D7.8)
has been released. It includes the analysis of the main market that can be addressed by
RAINBOW: the Fog computing Market. The analysis is about the forecast of the Fog
computing market, which are the market segments that can be addressed by RAINBOW
and where are located the market drivers for Fog Computing. Moreover, it gives a
detailed overview of identified potential competitors, mapping them with RAINBOW in
terms of key features availability and highlighting RAINBOW's strengths. The document
also focuses on the RAINBOW Business stakeholders, providing both a comprehensive
view of all potential categories and a picture of real addressable ones, and on the
business demonstrated use cases, with notions about potential stakeholders, benefits,
and draft business models that be applied in their ecosystem. Furthermore, it includes
the management of the IPR, and the Innovation management process hold within the
project. The identified background and foreground knowledge and all innovative
aspects of RAINBOW are reported in the deliverable. The document concludes with the
description of the RAINBOW initial exploitation plan and business plan, with
comparison and thoughts with respect to the actual status of the project.

During the second reporting period, the mid-term review comments have been

analysed with the Consortium to address them in the final exploitation deliverable. In

particular, the exploitation team, together with the partners involved in the task

focused on:

e defining the IPR registry, identifying the platform software components, the
partners involved in their development, analysing TRLs and licences

e identifying the RAINBOW key exploitable results and propose their exploitation
strategy

e discussing about the RAINBOW platform exploitation strategy, taking in
consideration both scientific / research and commercial interests

e highlighting the results of the RAINBOW use cases and analysing how they could be
exploited

e analysing potential customers and end-users’ needs in order to facilitate the
definition of value proposition

e improving the market and competitor analysis, adding to the research endeavours
considered for the first release of this deliverable also business initiatives. The
comparison between these cases in terms of technology, value proposition and
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pricing strategy helped the Consortium to identify the RAINBOW Unique Selling
Points.

e four exploitation workshops have been conducted (one in person in Athens, June
2022) in order to facilitate the discussion between partners and come to a common
understanding of the RAINBOW value proposition and unique selling points.

As result of such activities the Market Analysis, Business Plan and Innovation

Management Final (D7.9) has been released.

Reasons for deviations from DoA and impact of this deviation on other

tasks/resources availability

No major deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable as no deviations have been experienced

Corrective Actions
Not applicable
Work carried out by beneficiaries

LINKS coordinated task T7.4 and the creation of deliverables D7.8 “Market Analysis,
Business Plan and Innovation Management - Version 1” and D7.9 “Market Analysis,
Business Plan and Innovation Management - Final”.

LINKS coordinated the task through brainstorming sessions and collaborative
documents circulated among the partners. For the online workshops the Miro online
whiteboard collaborative tool was used to collect participants ideas. All consortium
partners have been engaged in providing ideas and input about RAINBOW's innovative
assets.

Task 7.5 Fog Adoption Industrial Focus Group (M1-M36, leader: IFAT)
Clearly significant results

The FA-IFG was mainly utilized as an information hub for its members. This was
accomplished by provisioning of internal reports, favoured and insider access to the
RAINBOW platform, information via mailing list and blogs as well as invitations to
project’s demonstrations and dissemination activities. This way the FA-IFG members
were able to closely follow and monitor the RAINBOW project's research and
development activities compared to the public.

Actions taken during the project lifetime:

Identified targeted audience that can be part of the FA-IFG

Defined the mission, scope, objectives and responsibilities of the FA-IFG members
Prepared an NDA for all future members

Established contact with various industrial actors and experts
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e By the end of M18 the initial group composed of 5 members was formed

» Dedicated section for the FA-IFG with short bios of its members (after getting their
explicit permission) was published in the project website

e A second round of invites were sent to widen membership which led to the
recruitment of 3 additional members

e Several communications for sharing information and invitations to RAINBOW’s
forthcoming activities and events

Reasons for deviations from DoA and impact of this deviation on other

tasks/resources availability

N/A

Reasons for failing to achieve critical objectives and impact of this deviation on

other tasks/resources availability

N/A

Corrective Actions

N/A

Work carried out by beneficiaries

IFAT: Ongoing interactions with ITI/TUG in the PhD project based on Rainbow

collaboration. Preparations for the Fog Adoption Industrial Focus Group (FA-IFG).

UBITECH assisted in the dissemination of the FA-IFG invitations. Collaboration with

K3Y and AUTH for the creation of the dedicated website section and sharing the

information for forthcoming project activities and events. All consortium partners

provided input to assemble a list of industrial contact points.

Clearly significant results

This task started with the analysis of the research process, leading to the development

of an impact evaluation framework. This includes:

1. RAINBOW’s Research Outputs (focus on the results of the project’s technical work

in a way that sheds light on the impact this work has on the strategic objectives of

the call)

Contribution to Strategic Impacts of Objective ICT-15-2019

Research, Policy and Industry Community Benefits

Knowledge Transfer

Impact on Demonstrators

Gk W

Subsequently, the task defined the impact assessment framework guidelines. By
applying the guidelines on the selected areas above, this task has selected the indicators
which were used to provide an idea of the impact achieved by the results of the project’s
technical work. In a similar manner, this task also selected the KPIs which highlight the
project’s efforts for knowledge transfer and achieved results (e.g., number of
publications, number of master or PhD theses). Once the definition of impact indicators
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was finished, the data collected in all work-packages were provided as input to the
impact assessment toolset.

Furthermore, this task has reported on the contribution achieved by RAINBOW project
in standardisation (e.g., participation in TCG working group meetings, contributions to
open-source initiatives like the Linux Foundation Edge Open Horizon and the Project
Centaurus). The results of the Hackathons organised during the last quarter of the
project are also reported in D7.10 which is the result of the work under T7.6 Finally,
D7.10 included an updated version of the RAINBOW platform adoption guidelines.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
N/A

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
N/A

Corrective Actions
N/A

Work carried out by beneficiaries

Suite5 led the development of the impact evaluation framework and its guidelines. Also
led the selection of impact indicators and the collection of pertinent measurements
from other WPs where necessary. Suite5 also contributed to the presentation of the
project’s impact in European Big Data Value Forum 2022.

UBITECH contributed to the definition of the project’s research output and the
definition of RAINBOW adoption guidelines.

TUW contributed to the definition of the project’s research output and led the project’s
standardisation efforts.

UCY contributed to the definition of the project’s research output and led the Hackathon
organisation.

AUTH contributed to the project’s efforts for knowledge transfer and achieved results
and contributed to the Hackathon organisation.

IFAT contributed to the project’s efforts for knowledge transfer and achieved results
and contributed to the project’s standardisation efforts.

All consortium partners, through their work in the project, have contributed to the
definition of the research and innovation outputs and strengthen their impact.
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AUTH

Report

Cco

31 Mar 2020

31 Mar 2020

D7.2

Open-Source
Contributions,
Dissemination,
Clustering and
Workshop
Activities Report -
Version 1

AUTH

Report

PU

30 Jun 2021

29 Jun 2021

D7.3

Open-Source
Contributions,
Dissemination,
Clustering and
Workshop
Activities
Report - Final

AUTH

Report

PU

31 Dec2022

30 Dec 2022

D7.4

Standardization
Activities Report -
Version 1

TUW

Report

PU

30 Jun 2021

05 Jul 2021

D7.5

Standardization
Activities Report -
Final

TOW

Report

PU

31 Dec 2022

30 Dec 2022

D7.6

Communication
Activities Report -
Version 1

K3Y

Report

PU

30 Jun 2021

30 Jun 2021

D7.7

Communication
Activities Report -
Final

K3Y

Report

PU

31Dec2022

30 Dec 2022

D7.8

Market Analysis,
Business Plan and
Innovation
Management -
Version 1

LINKS

Report

co

30 Jun 2021

30 Jun 2021

D7.9

Market Analysis,
Business Plan
and Innovation

LINKS

Report

co

31 Dec2022

30 Dec 2022
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Management -
Final

Project Impact

D7.10
Assessment

SUITES Report PU 31Dec2022 | 30 Dec 2022

Open Research
D7.11 | Data Pilot K3Y ORDP PU 31 Mar 2020 | 31 Mar 2020
Contribution

1.2.8 Work package 8 — Project Management and Consortium Coordination

1.2.8.1 WP Overview

The project coordination team has coordinated the planning, execution and controlling
of the RAINBOW project. Specifically, the team activities included:

1 Administration & scientific coordination activities & Quality Assurance.

1 Implementation of all action plans.

1 Setup of a budget and schedule-controlling system.

1 Development and application of a communication and reporting culture.

I Creation of efficient and effective team structures.
Throughout the project duration, the project and technical management was very intense
to establish an effective and efficient coordination of the project teams, both from an
administrative and technical point of view. This included in many cases timely and
appropriate troubleshooting, immediate reaction to problems and misunderstandings
and adequate use of all project resources, to set up the appropriate coordination and
technical basis for the whole work evolution. In addition to that, an amendment was
submitted, accepted by the EC, and signed regarding changes in the GA.
WP8 has run according to the planned activities. The Consortium worked smoothly and
the collaboration among partners is efficient. As a result of the good collaboration, the
project has been able to overcome most of the challenges related to the pandemic
outburst that hit Europe in March 2020.
UBITECH and the whole Consortium tackle the pandemic situation in a very proactive
and rigorous way. UBITECH conducted a risk assessment exercise during April 2020 to
identify across RAINBOW members the impact of the pandemic and potential risks and
suggested mitigation actions. The assessment of the pandemic has been established as a
process and core aspect within the overall continuous risks monitoring approach of the
project.
In summary, no major problems have occurred during the project. Partners within the
consortium were aware of their own objectives and deadlines and successfully carried
out the work planned in the project.
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Possible Risks were initially classified in administrative, technical and project impact,
according to the definition that was provided in the DoA. Later, as the effects of the
COVID-19 pandemic started to make themselves evident, we added a further

classification to take its risks into account. Since the Covid-19 impact emerged only after
the start of the project, we have classified it as “Unforeseen Risk”.

1.2.8.1.

1.2.8.1.

1.2.8.1.

1 Foreseen Risks (at the time of project start)

In addition to the foreseen risks listed in the DoA, an additional risk related to the
collection of data from external processes (i.e., OS, network, third-party service)
was identified: indeed, there always is the danger of receiving a malformed
response for the requested data. In this case, the monitoring collection mechanism
is arisk of falling into an error state and even shutting down unexpectedly. To test
this, various faulty conditions have been on purpose designed and are part of the
monitoring CI pipeline to test every new code commit that it can pass such tests.
None of the foreseen risk eventually impacted the course of the project, thanks to
the mitigation actions listed below.

2 Unforeseen Risks (at the time of project start)

Due to the Covid-19 pandemic since mid-February 2020 and up to June 2021 in
Europe and other places worldwide, many scheduled scientific and industrial
physical events were cancelled, postponed, or shifted to other formats. At the
same time travel was very limited and face-to-face meetings almost impossible
even among members of the same organization. Since direct human
communication is the most powerful type of communication, by excluding
physical presence in events and activities, the risk of reduced effectiveness and
impact of the RAINBOW's communication and dissemination strategy related to
stakeholders' interaction and engagement was identified.
The identified risks were, in detail:
® Delays in Pilot deployment due to lockdown and other live interaction
restrictions
® Delays in software/hardware components availability due to partners
reduced production output
® Delays in finalization of Deliverables
Aside from some delays in the finalization of deliverables, the course of the project
was not impacted, thanks to the mitigation actions listed below.

3 Stated of the Play for Risk Mitigation

Regarding the risk mitigation for foreseen risks, following the Agile methodology,
all partners have contributed to the integration of technical components through
bilateral and technical team calls to address minor issues and bugs. The
monitoring agent deployed on each fog node is safeguarded to be protected from

Page 67 of 82

Copyright © Rainbow Consortium Partners 2022



Project No 871403 (RAINBOW)
D8.2 Publishable Final Report

Date: 30.12.2022
Dissemination Level: PU

RAINBOW

a faulty probe, malformed response for a metric and the slow or malformed
response of the integrated storage fabric when data must be pushed to
periodically.

None of the aforementioned caused a failure to the operability of the monitoring
agent, and when detected, these events are logged and reported.

Regarding the mitigation of Covid-19 effects, the RAINBOW consortium early on
(April 2020) agreed to take up some measures to overcome this situation:

1 Redirect focus fully on online and digital dissemination actions by re-
orientation of the dissemination strategy towards a complete remote
approach and shifting all available resources to support this new plan.

1 Carefully planned and implemented interactive activities online (e.g.,
virtual workshops) by exploiting remote collaboration tools, such as live
polls and online chat rooms, so that we simulate the offline networking
experience to participants.

1 Intensified RAINBOW's digital presence by boosting the communication
activities through the project's website, social media, and other digital
channels.

1 Engaged digitally with other projects, initiatives and online communities
related to the project.

1.2.8.2 Task detailed Assessment

Task 8.1. Administrative Project Management (M1-M36, leader: UBITECH)

Clearly significant results

All operational management activities are performed by the project management team
within UBITECH; the following tasks have been performed along the reporting period:

Monthly teleconferences have been scheduled to monitor advances and foster
communication among partners.

Plenary meetings were held every 3 months approximately with all partners
present. The duration of the meetings was 2 full days to facilitate and promote
broader discussions and be aligned across all different WPs progress.

One Amendment has been requested, initiated in May 2020, and finalized in July
2020 and the details are presented in Error! Reference source not found..
Negotiation and signature of the Consortium Agreement before the project
started.

Maintenance and update of the internal repository of the project. This repository
is used to exchange information between partners and is only accessible to the
authorized members. The repository contains all the deliverables and all the
information that the members wish to share with each other.

Creation of two mailing lists, one for technical WPs and a general mailing list for
management, for appropriate communication during the project.
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Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

Not applicable as all objectives have been achieved.

Corrective Actions

Not applicable as no deviations have been experienced.

Work carried out by beneficiaries

UBITECH handled all administrative issues.

All partners have contributed with interim reports provision in a timely manner.

Clearly significant results

The following tasks have been performed along the reporting period:

- Weekly teleconferences have been scheduled to monitor the technical advances
and propose technical modifications and reallocation of resources as necessary
for achieving the project objectives.

- Artifacts (i.e, algorithms, methodology, software components) of the project
have been published in top tier scientific journals and conferences.

- Bi-weekly teleconferences take place between the technical coordinator with
the scientific coordinator for coordinating and assisting work package leaders
on scientific and technical issues.

Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

Not applicable as all objectives have been achieved.

Corrective Actions

Not applicable as all objectives have been achieved.

Work carried out by beneficiaries

UCY led all technical telcos and scientific discussions in close collaboration with
UBITECH (Technical Coordinator).

All partners participated in the technical discussions and provided their feedback.
Task 8.3 Risk Management (M1-M36, leader: POLITO)
Clearly significant results

All Project members, through WP leaders, have been made aware of the necessity to
assess the impact of technical, project and COVID-related risks. It has also been
highlighted that the assessment should be not only quantified but also addressed in
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terms of what response could be put in place. To this end, a template table with the
indication of the major identifiable risk and their risk control response has been sent
to all WP leaders, with the request that their assessment be periodically sent to POLITO,
who then informs the project management of any criticality. The risk table identifies
administrative, technical, project-impact and covid-related risks. The applied risk
management and intervention strategy has managed to keep the project on its course
notwithstanding the objectively critical situation due to the COVID-19 pandemic.
Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability

Not applicable as all objectives have been achieved.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability
Not applicable as all objectives have been achieved.

Corrective Actions

Not applicable as all objectives have been achieved.

Work carried out by beneficiaries

POLITO has been keeping contacts with all WP leaders to constantly appraise the
situation in regard to risk evaluation and management, collecting WP reports and
preparing the risk assessment report.

All WP leaders have provided their updates in a timely manner.

Clearly significant results

The following tasks have been performed along the project:

- Established an advisory board of four (4) external, independent experts:

- Prof. Raj Buyya (AUSTRALIA) is one of the highly cited authors in
computer science and software engineering worldwide with a
focus on fog/edge and cloud computing (WP3, WP4).

- Prof. Liqun Chen (UK) is world leader in cybersecurity where her
inventions (e.g, TPM, DAA) have been incorporated into
international standards and used in applications millions of
people use every day (WP2).

- Prof. Weisong Shi (USA) is one of the world leaders in the edge
computing research community (WP3, WP6).

- Mr. Antony Chelidonis (GREECE), Ethics advisory board member

- Scheduled and performed the 1st advisory board meeting (virtual)

- Submitted the ethics report which summarizes and ensures RAINBOW's
compliance with ethics-related requirements by the ethics advisor board
member

- Scheduled the 2rd AB virtual meeting to showcase the RAINBOW
Platform and collect some feeback
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Reasons for deviations from DoA and impact of this deviation on other
tasks/resources availability
No deviations from the work plan.

Reasons for failing to achieve critical objectives and impact of this deviation on
other tasks/resources availability

Not applicable as all objectives have been achieved.

Corrective Actions

Not applicable as all objectives have been achieved.

Work carried out by beneficiaries

UCY, as the leader of the task drove all AB related activities in collaboration with
UBITECH.

UBITECH helped in the preparation of the AB members' agreements, the
communication channels, and the administrative/financial aspects of the task.

1.2.8.3 Deliverables and/or Milestones

Project 31 Jan
D8.1 | Management UBITECH Report | CO 31Jan 2020
2020
Handbook
Publishable Final 31 D
pg2 | onsnabie HNAT yRITECH | Report | PU 1 30 Dec 2022
Report 2022

1.2.9 Work package g — Ethics requirements

1.2.9.1 WP Overview

The ethics requirements WP was created because of the Ethics evaluation report sent to
the Consortium by the EU Commission. Even before the official commencing of the
project, the consortium has made some clarifications and enhancements within Part B of
the GA and specifically under Section 5 to address some of the reviewers’ comments.
From M1, all partners worked together towards the fulfilment of the core ethics
requirements related to the project: Protection of Personal Data. Under these two
aspects, the objectives were to address and clarify the possibility or not to involve into
RAINBOW research human participants, the measures that the consortium established to
protect their potential participation and furthermore the description of personal data
protection guidelines that all partners conform to and are compatible with GDPR and EU
related directives.

Based on the above objectives, five deliverables were produced that addressed in detail
all post-grant ethics requirements as described in the WP9 key results. An external Ethics
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Advisor was appointed at the beginning of the project to oversee the legal and ethical
compliance of the project.
WP9 run up until the end of the project as it is directly linked with the progress of all
demonstrators and the dissemination activities, and in addition performs a legal and
ethical monitoring task to the overall management of RAINBOW.
WP9 delivered through D9.1, D9.2 and D9.3, D9.4 and D9.5 the following:
® Declaration on Compliance and Authorization by UCY’s Data Protection
officer
@ Detailed information on the procedures for data collection, storage,
protection, retention, and destruction, and confirmation that they comply
with national and EU legislation.
® Technical and organizational measures to safeguard the rights and
freedoms of the data subjects/research participants.
@® Appointment of an independent Ethics Advisor and provision of project’s
related material to assess the DMP in D7.1 and D7.11. Furthermore, the
Ethics Advisor reviewed crucial RAINBOW deliverables in M18 and M36 to
ensure the ethics compliance of the project. Two reports are submitted
under the Periodic Technical Report with their findings and opinion on the
project.

1.2.9.2 Task detailed Assessment
N/A

1.2.9.3 Deliverables and/or Milestones

D9.1 Eggzremenmo. || UBITECH | Ethics | CO 2(1)20 Mar | 51 Mar 2020

b9.2 Egglll)irementNo.Z- UBITECH Ethics | €O 2(1)20 e (2)820 ot

D9.3 iggzremenmo.g- UBITECH | Ethics | CO 2(1)20 Mar | 51 Mar 2020

D9.4 Eggzremenmo. , | UBITECH | Ethics | CO 2(1)20 Mar | 51 Mar 2020

D9.5 ;ENS Requirement | mrgcH | Ethics | CO ;(1)20 Mar | 51 Mar 2020
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2 Exploitation and Dissemination of results

The project exploitation strategy and its exploitation activities as described in the DoA is
still relevant and the following exploitation actions have been fulfilled:

The identification of the innovative exploitable assets which the project deliver
through its results to its target users. The identification process has been carried out
considering the innovative outcomes generated by the RAINBOW project within the
Work Packages field of application.

The conduction of a thorough market analysis (initial and a final analysis) which aims
at the identification of the market towards which RAINBOW is targeted. First results
of the initial analysis have been reported in D7.8. It has been updated during the
second reporting period focusing especially on business initiatives in the edge-fog
market (reported in D7.9). The comparison between these cases focused on technical
aspects as well as on the value propositions and pricing schemes and provided
relevant inputs to the Consortium for discussing about RAINBOW’s Unique Selling
Points.

The documentation of an analytical IPR management strategy based on the principles
outlined in the project CA, which guides joint and individual exploitation capabilities
of the project partners. The [PR management has been carried out by means of a
continuous monitoring of what new has been carried by each partner, keeping track
of contribution owners. The platform architecture elements have been described in
terms of involved partners, reached TRL, underlying background assets and licences.

The RAINBOW exploitation strategy has been refined considering the results obtained at
the end of the project and the identified key exploitable results. The RAINBOW platform
is the main exploitable result of the project and a 2-phases strategy is proposed. In the
short-term, the need to further research to obtain higher TRL for all the platform
components and the exploitation interest of the great number of scientific / academic
partners involved in the platform development. In addition, a commercial exploitation
strategy is envisioned for the mid-term and led by the business partner UBITECH. The
following table summarizes the main actions and actors involved.

Short term - Sustainability strategy Mid term

Objective Increase TRL, further research Commercialization of the
platform
Actors DTU, TUW, UCY, AUTH, POLITO UBITECH
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Short term - Sustainability strategy Mid term

Actions * Maintain the Open-Source repo * Seek for new funding

(source code) opportunities, especially

* Share the Open-Source repo within in IA projects (refine the
the scientific communities concept considering the

* Engage scientific communities changing market, new

* (immediate) further research within cutting-edge
organizations labs, even if without technologies)
specific funds; training courses » Specific agreements

* Expand the knowledge and concepts needed

generated within RAINBOW in new
projects A Maintain platform active

* Enable development of new
components

* Engage external developers and find
new partnership (reinforce the
community of developers)

* Keep RAINBOW platform alive in
partner’s research portfolio

In addition to the RAINBOW platform, sixteen other KERs have been identified and have
been the object of individual or joint exploitation plans of the Consortium partners.

The original plan for the dissemination of the project results as described in the DoA is
still relevant and only received some additions and minor updates during the project.

As per the work plan, the detailed dissemination strategy was presented early in the
project in D7.1 “Communication Roadmap and Data Management Plan” (M3), after
making the necessary updates from what was described in the DoA. The dissemination
plan elaborates on the approach and guidelines provided in the DoA adding further
details concerning the following aspects:

e Inclusion of an additional target group (Group G: General public / End-users of
Fog/Edge Services).

e Definition of the messages to be conveyed for the identified target audiences as well
as “call for action” for their engagement.

e A continuous monitoring and reporting methodology and tool to coordinate and
support all dissemination activities among the consortium and keep track of the
progress of the dissemination KPIs (adopted from the list of expected impacts of
dissemination activities contained in the DoA).
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In M4 (April 2020) the RAINBOW consortium identified the risk of the pandemic effects
impacting its dissemination and communication activities and agreed to take up some
mitigation measures. These actions included the core decision to redirect focus fully on
online and digital dissemination actions, plan our activities in a virtual format, engage
digitally with the target groups and communities and intensify RAINBOW's overall online
presence.

To better coordinate and balance the dissemination effort, to further widen the reach of
the activities as well as strengthen their impact, a consistency update of the dissemination
plan was conceived at the beginning of the second year. As reported on D7.2 “Open-
Source Contributions, Dissemination, Clustering and Workshop Activities Report -
Version 17, this update aimed at supporting the partners to set mid-to-long term
groundwork and goals on specific dissemination actions allowing them to streamline
their individual dissemination planning and at the same time contribute to fulfilling the
overall objectives of the project's dissemination. Thus, it organized specific
implementation plans for the dissemination mechanisms based on each of the partners'
expertise and capacity as well as their role and involvement in the project’s tasks.
Additional tools such as the Publications Planner and the Synergies Matrix were created
to allow for an optimized workflow and efficient monitoring of the dissemination KPIs.

2.1 Type of dissemination and communication activities

Organisation of a workshop
1 3rd Workshop on Cyber-Security Arms Race (CYSARM) organized by DTU and co-

hosted at the ACM Conference on Computer and Communications Security (CCS),
November 19, 2021, South Korea, Hybrid Event

1 3rd International Workshop on Cyber-Security Threats, Trust and Privacy
Management in Software-defined and Virtualized Infrastructures (SecSoft 2021)
organized by POLITO and co-hosted at the 7th IEEE International Conference on
Network Softwarization (NetSoft 2021), June 28 to July 2, 2021, Tokyo, Japan

1 Online workshop on “Processing Data in the Fog - The example of the RAINBOW
Fog Computing platform” organized by AUTH within the framework of its post-
graduate studies program “Data & Web Science” on April 4, 2022

1 Online workshop on “RAINBOW Edge Orchestration” organized by TUW on June
21,2022

1 4th International Workshop on Cyber-Security Threats, Trust and Privacy
Management in Software-defined and Virtualized Infrastructures (SecSoft 2022)
organized by POLITO and co-hosted at the 8th IEEE International Conference on
Network Softwarization (NetSoft 2022), June 27 to July 1, 2022, Milan, Italy

Organization of other events
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RAINBOW Technical Webinar: “RAINBOW Security and Trust in Fog Computing,
February 22,2022

RAINBOW Technical Webinar: “The RAINBOW Data Management and Analytics
Stack in Action!”, May 27, 2022

RAINBOW Technical Webinar: “The RAINBOW SLOs”, June 15, 2022

RAINBOW Use Case 1 Webinar: Human-Robot Collaboration in Industrial
Ecosystems, December 9, 2022

RAINBOW Use Case 2 Webinar: Digital Transformation of Urban Mobility,
December 6, 2022

RAINBOW Use Case 3 Webinar: Power Line Surveillance via Swarm of Drones,
December 4, 2022

RAINBOW Hackathon: “Building optimized I[oT applications for distributed
environments”, December 3, 2022

RAINBOW Hackathon: “Building IoT applications with Docker containers”,
December 3, 2022

Bremer Institut fiir Produktion und Logistik 2019/2020 Annual Report. ISSN
2626-9007

Stellantis Collaboration funded Projects eBook - 2021

Stellantis Collaboration funded Projects eBook - 2022

Participation to a conference

IEEE 14th International Conference on Cloud Computing 2021 (CLOUD 21)
IEEE/ACM 7th Symposium on Edge Computing 2022 (SEC '22)

IEEE 95th Vehicular Technology Conference (VTC2022-Spring)

[EEE/ACM 13th International Conference on Utility and Cloud Computing 2020
(UcC'20)

ACM/IEEE 5th Symposium on Edge Computing 2020 (SEC '20)

[EEE 27th Symposium on Computers and Communications 2022 (ISCC '22)
ACM/IEEE 7th International Conference on Internet of Things Design and
Implementation 2022 (IoTDI '22)

25th European Symposium on Research in Computer Security (ESORICS '20)
ACM SIGMOD/PODS International Conference on Management of Data 2020
(SIGMOD '20)

IEEE 38th International Conference on Data Engineering Workshops 2022
(ICDEW '22)

[EEE/IET 13th International Symposium on Communication Systems, Networks
and Digital Signal Processing 2022 (CSNDSP '22)
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5th International Conference on System-Integrated Intelligence Intelligent,
flexible and connected systems in products and production (SYSINT 2020)

EGI Conference 2020

4th Annual International CURPAS Conference 2021

16th International Conference on Availability, Reliability and Security 2021 (ARES
21)

17th International Conference on Availability, Reliability and Security 2022 (ARES
22)

Participation to a workshop

l

1st Workshop on Dependability and Safety Emerging Cloud and Fog Systems
(DeSECSyS)

REGAIN Workshop on the topic of “Big Data as key driver for circular digital
transformation” organized during the BDVA/DAIRO Data Week 2021

Workshop AEES Stellantis Town Hall, February 2022

Participation to an event other than a conference or workshop

T

= =4 =4

1
T
T
1
T

Participation in activities organised jointly with other H2020 project(s

European Big Data Value Forum 2020

European Big Data Value Forum 2022

4th Summit on Gender Equality in Computing 2022

H-CLOUD Community Event: Open-Source Initiatives for Cloud Computing -
September 2021

H-CLOUD Open-Source Cloud Initiatives Community Event - June 2021

9th Technology Forum 2022, Thessaloniki

Data Week 2021

BEYOND 4.0 Expo 2021, Thessaloniki

BEYOND 4.0 Expo 2022, Thessaloniki

l

T

H-CLOUD webinar “Strengthening EU Cloud Providers: Paving the Way for Edge
and Green ICT” (UBITECH, H-CLOUD)

1st Workshop on Dependability and Safety Emerging Cloud and Fog Systems 2020
(DeSECSyS) (RAINBOW, FutureTPM, INCOGNITO, SECONDO, ASTRID, CUREX)
Federated Cloud Reference Architecture Position Paper - February 2021
(RAINBOW, mOSAIC, PHYSICS, CloudButton, BEACON, SPARTA, ACCORDION,
SODALITE, PLEDGER, DECENTER, DECIDE, PIACERE, MEDINA, SWITCH,
ARTICONF, FogProtect, SmartCLIDE, Elastest)

3rd International Workshop on Cyber-Security Threats, Trust and Privacy
Management in Software-defined and Virtualized Infrastructures 2021 (SecSoft)
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(ASTRID, CYBER-TRUST, GUARD, SIMARGL, DATAVAULTS, RAINBOW, PALANTIR
and SPEAR)

3rd Workshop on Cyber-Security Arms Race (CYSARM) (RANBOW, ASSURED,
PUZZLE)

REGAIN Workshop under BDVA/DAIRO DataWeek 2021 (RAINBOW, PTWIST,
CUREX, INCENTIVE, TERMINET, BigMedilytics, CLARIFY, POCITYF, unCoVer)
H-CLOUD Technical Community Event September 2021 (H-CLOUD, PLEDGER,
RAINBOW)

4th International Workshop on Cyber-Security Threats, Trust and Privacy
Management in Software-defined and Virtualized Infrastructures 2022 (SecSoft)
(RAINBOW, ASSURED, MORPHEMIC)

Experts discussion panel sponsored session under European Big Data Value
Forum 2022 (RAINBOW, PLEDGER, MORPHEMIC)

Contribution in the HUB4CLOUD survey for cloud/edge computing projects -
collecting experiences and practices for the future (RAINBOW, HUB4CLOUD)
Contribution in the HUB4CLOUD EU impact survey (RAINBOW, HUB4CLOUD)
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3 Update of the data management plan

The framework description of data handling within the RAINBOW project is presented in
D7.1and D7.11 that outline how the research data collected or generated is being handled
during and after the RAINBOW project, describes which standards and methodology for
data collection and generation are being followed, and whether and how data are being
shared. Data is generated through the accessible information, project partners and
external evaluators’ activities, third party beneficiaries and use cases. Datasets are being
anonymised for impact assessment and research purposes. All personal data is treated in
line with the REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL of 27 April 2016 and is accessible for authorised users only (validated via
authentication processes).

D7.1 focuses on the definitions and types of data that are handled, gathered or modified
in the context of RAINBOW. To this end, the FAIR principles were followed. The data
storage, protection and retention, as well as procedures to be followed for the permanent
destruction of data are covered in detail. Furthermore, for each RAINBOW use case, a
particular data collection procedure is defined. Lastly, the ethical requirements are
investigated with respect to privacy, confidentiality, integrity, and authenticity.
Complementary to D7.1, D7.11 describes the Open Research Data Pilot (ODRP) with
respect to the RAINBOW pilots and defines the data management template.

The RAINBOW DMP considers the needs of protection for the types of data. Due to the
project’s dynamic and shifting nature, the DMP didn’t have a static form but evolved
throughout the duration of the project, with its final form being available near the end of
the project. As such, it is worth mentioning that the DMP is compliant with the Guidelines
on Findable, Accessible, Interoperable and Reusable (FAIR) Data Management in Horizon
2020. The template for the data management plan consists of the following main fields:
(a) the Data type definition, (b) the replicability tools definition and lastly, (c) the data
sharing and data maintenance field.

The data collection procedure is strongly related to the data usage scenarios - which are
in turn a function of the use cases themselves. The data belong in one of the three
categories: (a) original data produced by the consortium in the context of RAINBOW, (b)
existing data already in possession of the consortium and (c) existing data sourced by the
consortium. The nature of the utilised datasets can be defined as strictly confidential (e.g.,
surveys, interviews, and pilot activities), anonymised and public (e.g., newsletters and
publications), or non-anonymized (e.g., internal repositories). The data collection and
processing rely on EU legislation. The collected data were anonymised and the partners
responsible for the collection presented adequate explanations regarding how the
respective data is related to the achievement of the corresponding task. Any confidential
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data collected from the users was handled only by the involved partners using local data
management and storage systems, available with different levels of access, regulated by
the Partner acting as the Data Controller (who was responsible for data management,
secure storage, and deletion of the confidential data beyond the lifetime of the project).
The publicly available data were stored on General Data Protection Regulation (GDPR)
compliant cloud platform, with different levels of access, regulated by the Project
Coordinator. Any data publicly available was accessible, considering the FAIR framework.
The RAINBOW consortium was responsible for confirming that the data can be freely
used for the purpose of the project without violating privacy or licensing laws. Finally,
based on the remarks, all public RAINBOW deliverables and the corresponding open
access publications were implemented, considering both D7.1 and D7.11.

The modular RAINBOW solution utilizes a total of 31 components, 24 of which have been
developed by the consortium. 14 components out of these are open source under the
Apache License 2.0 and their git repositories are publicly available.

RAINBOW Component / Parent Maintained Public repository

Layer by

Analytics Interpreter / Orchestration Ucy https://gitlab.com/rainbow-

Layer - Backend Services projectl /rainbow-analytics

Pre-Deployment constraint solver / TUW https://gitlab.com/rainbow-

Orchestration Layer projectl /rainbow-
orchestration

Deployment Manager / Orchestration | TUW https://gitlab.com /rainbow-

Layer - Logically Centralized projectl /rainbow-

Orchestration orchestration

Policy Manager (Runtime constraint TUW https://gitlab.com/rainbow-

Solver) / Orchestration Layer - projectl /rainbow-

Orchestration Lifecycle Manager orchestration

Application Lifecycle Manager / TUW https://gitlab.com/rainbow-

Orchestration Layer - Orchestration projectl /rainbow-

Lifecycle Manager orchestration

Scheduler / Orchestration Layer - TUW https://gitlab.com/rainbow-

Orchestration Lifecycle Manager projectl /rainbow-
orchestration

Analytics Service / Data Management | UCY, AUTH https://gitlab.com /rainbow-

and Analytics layer projectl /rainbow-analytics

Data Storage and Sharing / Data AUTH https://gitlab.com/rainbow-

Management and Analytics layer projectl /rainbow-storage

Security Enablers: Configuration DTU, POLITO | https://gitlab.com/rainbow-

integrity verification / RAINBOW Edge projectl /rainbow-

Stack attestation/-/tree/main/CIV
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RAINBOW Component / Parent Maintained Public repository

Layer

Security Enablers: TPM initialization IFAT https://gitlab.com /rainbow-

scripts and tools / RAINBOW Edge projectl /rainbow-

Stack attestation/-
/tree/main/KMT

Security Enablers: Control-flow DTU, POLITO | https://gitlab.com/rainbow-

attestation / RAINBOW Edge Stack projectl /rainbow-
attestation/-
/tree/main/CFA

Security Enablers: Direct anonymous DTU, POLITO | https://gitlab.com/rainbow-

attestation / RAINBOW Edge Stack projectl /rainbow-
attestation/-
/tree/main/DAA

Storage Agent / RAINBOW Edge Stack | AUTH https://gitlab.com/rainbow-
projectl/rainbow-storage

Monitoring Agent / RAINBOW Edge UcYy https://gitlab.com/rainbow-

Stack projectl /rainbow-
monitoring
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4 Conclusions

RAINBOW's goal was to let developers, service providers and infrastructure do what they
do best without having to develop complex services for smart resource provisioning,
monitoring and service orchestration. At the same time, developers, and IT solution
providers (with emphasis on the SMEs that cannot invest on expensive proprietary
modules) could get at their hands a complete solution which can guarantee device and
mesh network security, data protection, identity management, anonymity, and resource
integrity at all networking layers.

The above-mentioned goal has been achieved through the research and technical output
of the project’s work, in the form of RAINBOW platform components. As a whole, the
RAINBOW platform contributes to the strategic goals of Objective ICT-15-2019: (i)
development of an ecosystem that will respond to the future digitisation needs of
industry and the public sector, (ii) assisting with the development of new cloud-based
services and infrastructures in Europe and foster an industrial capability in the cloud
computing sector, (iii) creating new opportunities to encourage European-based
providers to develop and offer cloud-based services based on the most advanced
technologies and (iv) leveraging research and innovation projects to support the
development and deployment of innovative cloud-based services and next generation
applications.
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